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A-1040Wien,Austria. eiter@kr.tuwien.ac.at�
Dipartimentodi Informaticae Scienzedell’Informazione,Universit̀a di Genova,Via

Dodecaneso35, I-16146,Genova, Italy. mascardi@disi.unige.it�
Institutefor AdvancedComputerStudies,Institutefor SystemsResearchandCSDepartment,

Universityof Maryland,CollegePark,Maryland20742. vs@cs.umd.edu

Abstract Theuseof agentsin today’s Internetworld is expandingrapidly. Yet,
agentdevelopersproceedlargely under the optimistic assumptionthat agents
will be error-free. Errors may arise in agentsfor numerousreasons— agents
maysharea workspacewith otheragentsor humansandupdatesmadeby these
otherentitiesmaycauseanagentto faceasituationthatit wasnotexplicitly pro-
grammedto dealwith. Likewise,errorsin codingagentsmayleadto inconsistent
situationswhereit is unclearhow theagentshouldact.In thispaper, wedefinean
agentexecutionmodelthatallows agentsto continuingacting“reasonably”even
whensomeerrorsof theabove typesoccur. More importantly, in our framework,
agentstake “repair” actionsautomaticallywhenconfrontedwith suchsituations,
but while taking suchrepairactions,they canoftencontinueto engagein work
and/orinteractionswith otheragentsthatareunaffectedby repairs.

1 Intr oduction

Agentsarea rapidly growing areaof researchin artificial intelligenceanddatabases,
with an ever increasingrangeof applications,spanninge-commerceservers to web
searchengines.Numerousparadigmsfor agentshavebeenproposedin theAI literature
[11,30,27]. In pastwork, two of theauthorshave beenworking on a framework called
IMPACT (InteractiveMarylandPlatformfor AgentsCollaboratingTogether)[14,4,26]
in which they developa theoryby which existing legacy codebasesanddatasources
canbe“agentized”.In their framework, eachagenthasa state(composedof whatever
residesin its datastructuresandmessagebox).Whenevertheagent’sstatechanges,the
agentmusttake actionsin accordancewith someclearlyspecifiedoperatingprinciples
so as to ensurethat the resultingstatesatisfiessomeintegrity constraints.Examples
of statechangesincludereceiptof a message,a clock tick, a receiptof a servicere-
quest,receiptof a responseto a servicerequest,updateof a datasource,and many
others.Eiter et al.[14] show strongconnectionsbetweentheagenttheorythey propose
with classicalmethodsfor logic programming,nonmonotonicreasoning.They further
show how Shoham’s AOP(“agentorientedprogramming”)system[24] canlargely be
simulatedwithin IMPACT, andthat largepartsof the well known belief, desires,and
intentionalityarchitecture(BDI) canbecapturedwithin their framework. Mostof these
frameworksall agreeon the fact thatan agentdecideson what to do in responseto a
statechange,andthendoesit. However, two majorproblemsneedto beaddressed.



1. First, mostagentframeworks (cf. [11,30,27]) including IMPACT assumethat the
rules usedare sufficient to appropriatelyrespondto all requeststhat arrive. Unfor-
tunately, this assumptionthat the agentdevelopercovered“all possibilities” is rather
optimistic andasunreasonableasan assumptionthat all programsin C (or any other
programminglanguage)arebug-free.Hence,thereis a questionof whatto do whenan
agentis confrontedwith asituationfor which it doesnot know how to act.
2. Second,in thecaseof legacy systems,wenotethatthelegacy system’sexistingGUI
andtheagentbothaccessandupdatethesamedata.Thus,thelegacy GUI mayalterthe
agent’sstatein waysthattheagentmayfind unacceptable.

An agentis saidto be corruptedif either(i) changescausedby externalentitieshave
causedtheagent’s currentstateto violateoneor moreintegrity constraints,or (ii) the
agentis unableto find a“valid”1 setof actionsto executein its currentstate(whichmay,
perhaps,havebeencausedby a codingerror).In this paper, we tacklethefirst problem
above— thesecondis consideredonly to theextentthatnonexistenceof a statussetis
becauseof anintegrity constraintviolation.

Thispaperpresentsa theory, architectureandalgorithmssothatagentsmayexhibit
two importantproperties.

1. Recovery. Agentsmustbeableto recover from being“corrupted”to being“uncor-
rupted.”
2. Continuity . Agentsmustcontinueto processsome(thoughperhapsnotall) requests
while continuingto recover. This is importantwhenan agentis servicinglots of re-
quests.

Theorganizationof this paperis asfollows. In Section2, we presenta brief overview
of IMPACT’s agentarchitecture(see[14,4,26] for moredetails).To this architecture,
weaddonecomponent— anerror recoverycomponentwhosearchitectureis described
in Section 3. In Section3, we provide a formal setof definitionsspecifyingwhat re-
questsareaffected(or may be affected)whenan agentis known to be corruptedin a
certainway. Unaffectedrequestsmay continueto be processedby a corruptedagent,
even while the corruptedagentattemptsto recover. Then, in Section4, we describe
special ���
	��
�� datastructuresandrepairactionswhich areto be usedby the recovery
component.The latter may be selectedfrom a repairactionlibrary, which providesa
hostof differentrealizationsfor repair. In Section5, wediscusshow anagentcan,using
the resultsandtoolsof theprevioussection,recover from an error. We not only show
how IMPACT agentsmay useour recovery methods,but alsopresenta modification
of the Kowalski-Sadriagentcycle [20] as in [14,26] which incorporatesthe desired
propertiesof recovery andcontinuity. In section 6, we discusshow our work maybe
appliedto threedifferentagentframeworks out therein the literature:Kowalski and
Sadri’s framework, theBDI (Belief, Desires,Intentionality)framework, andthework
of Wooldridge.Otherrelatedwork is discussedin Section7. Directionsfor futurework
arediscussedin Section8.

1 With respectto thesemanticsof theagent.In thispaper, wewill assumethateitherthefeasible,
rationalor reasonablestatussetsemanticsof agents[14,26] is used.
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2 IMPACT Preliminaries

As differentapplicationprogramsreasonwith different typesof data,andeven pro-
gramsdealingwith thesametypesof dataoftenmanipulatethemin a varietyof ways,
it is critical thatany notionof agenthoodbeapplicableto arbitrarysoftwareprograms.
Agentdevelopersshouldbeableto selectdatastructuresthatbestsuit theapplication
functionsdesiredby usersof theapplicationthey arebuilding.Figure1 showsthearchi-
tectureof a full-fledgedIMPACT softwareagent.It is importantto notethatall agents
have the samearchitectureandhencethe samecomponents,but the contentof these
componentscanbedifferent,leadingto differentbehaviors andcapabilitiesofferedby
differentagents.
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Figure1. BasicArchitectureof IMPACT Agents

Agent Data Structur es.As all agentsarebuilt “on top” of someexistingbodyof code,
we first needanabstractdefinitionof whatthatbodyof codelookslike.� First, we needa specificationof the datatypesor datastructures,� , that theagent
manipulates.As usual,eachdatatypehasanassociateddomainwhich is thespaceof
objectsof that type.For example,the datatypecountries may be an enumerated
typecontainingnamesof all countries.At any givenpoint, the instantiationor content
of a datatypeis somesubsetof thespaceof thedata-objectsassociatedwith thattype.� The above setof datastructuresis manipulatedby a setof functions, � , that are
callableby externalprograms.Suchfunctionsconstitutethe applicationprogrammer
interfaceor API of the packageon top of which the agentis being built. An agent
includesa specificationof all signaturesof theseAPI function calls (i.e., typesof the
inputsto suchfunctioncallsandtypesof theoutputof suchfunctioncalls).

Weuseaunifiedlanguageto querysoftwarepackagesby leveragingfrom � and � .
If ����� is an � -ary functiondefinedin thatpackage,and ��� , . . . , ��� areterms(either
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values,i.e., constants,or variables)of appropriatetypes,then �����! "���$#$%&%$%$#'���$( is a
codecall. Thiscodecall says“Executefunction � asdefinedin package� onthestated
list of arguments.” For evaluation,thecodecall mustbeground,i.e., all arguments�*)
mustbevalues.Weassumethatit returns,asoutput,asetof objects—if asingleobject
is returned,it canbecoercedinto a setanyway.

A codecall atomis anexpression+,+
- of theform .0/1 "�!#$+2+3( or /�4
�!.0/1 "�!#5+,+0( , where
t is a termand +,+ is acodecall. For groundt, +2+
- succeeds(i.e.,hasanswertrue)if �
is in (resp.,not in) thesetof valuesreturnedby +2+ , andit fails (i.e., hasanswerfalse)
otherwise.If � is avariable6 , then +,+
- returnseachvaluefrom theresultof +,+ , i.e., its
answeris thesetof groundsubstitutions7 for 6 suchthat +,+
-87 returnstrue.A uniform
view of groundandnon-groundcaseidentifiestheanswertruewith theset 93:,; of the
void substitutionandtheanswerfalsewith theemptysetof substitutions.

For eachcodecall atom +,+
- , we denoteby <=+,+
- the logically negatedcodecall
atom,i.e., <=.0/1 "�!#5+,+8(?>@/�4��!.&/1 A�B#$+,+0( and <C/�4��!.&/1 A�B#$+,+0(?>D.0/1 "�!#5+,+3( . We extend
this naturallyto setsE of codecall atomsby <FE�>G93<H+,+8-JI2+,+8-K�LEM; .

A codecall condition is a conjunctionof codecall atomsand constraint atoms,
whichmayinvolvedecompositionoperations.An exampleof aconstraintatomis N!% OQPR
S

, where NB% O accessesthex field of a variableV rangingover recordsthathave anx
field. It checkswhetherthestatedconditionis true; in general,constraintatomsareof
theform ���UTWVX�ZY whereTWV is any of >?#C[>?#]\^#]_^#`P^#]a and �*�$#'�,Y areterms.

Codecall conditionsprovideasimple,but powerful syntaxto accessheterogeneous
datastructures.For example,thecodecall condition.0/b A6!#c4�d*-*+�e2f=�Zg
f,e2f�+3�b hf�i�j!#$g
-,e�#&P^#0k�l,l2l2l,l,(m(Zn.0/b Ao!#$.5i!-
p*f?�Zg
fZe2f*+3�b q.5iBr�sb#m6!% /�-�i!f,(m(Znt.0/b $umv*-�d,w ” #&.5iB-�p*f2r�sx���y.0/*r�j�f24
jye2fB "o*(m(
is a complex conditionthat joins dataacrossOracleandanimagedatabase.It first se-
lectsall peoplewhomakeover100Kfrom anOracledatabaseandfor eachsuchperson,
finds a picturecontainingthat personwith anotherpersoncalledMary. It generalizes
thenotionof join in relationaldatabasesto ajoin acrossarelationalandimagedatabase.

Eachagentis alsoassumedto haveaccessto amessageboxdatastructure,together
with someAPI functioncallsto accessit. Detailsof themessagebox in IMPACT may
befoundin [14,26].

At any givenpoint in time, theactualsetof objectsin thedatastructures(andmes-
sagebox) managedby theagentconstitutesthestateof theagent.We shall identify a
statez with thesetof groundcodecallswhich aretruein it.

Actions. The agenthasa setof actions {� AE � #$%&%$%&#mEK|*( , where E � #&%$%$%$#mEK| arevari-
ablesfor parameters,that can changeits state.Suchactionsmay include readinga
messagefrom themessagebox, respondingto a message,executinga request,cloning
a copy of theagentandmoving it to a remotehost,updatingtheagentdatastructures,
etc.Evendoingnothingmaybeanaction.Expressions{` "}$( , where } is a list termsof
appropriatetypes,areactionatoms. They representthesetsof (ground)actionswhich
resultif all variablesin } areinstantiatedby values.Only suchactionsmaybeexecuted
by anagent.Everyaction { hasaprecondition~`�'�2 A{U( (which is acodecall condition),
asetof effects(givenby anaddlist �F�
�! h{�( andadeletelist �X�$�q A{U( of codecall atoms)
thatdescribehow theagentstatechangeswhentheactionis executed,andanexecution
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method(whichcanbeimplementedin any programminglanguageor scriptinglanguage
thattheuserdeemsappropriate)consistingof a bodyof physicalcodethatimplements
theaction.

Notion of Concurrency. The agenthasan associatedbody of codeimplementinga
notion of concurrencyconc h�F�U#�z=( . Intuitively, it takesa setof actions ��� and the
currentagentstatez asinput,andreturnsa singleaction(which “combines”theinput
actionstogether)asoutput.Variouspossiblenotionsof concurrency aredescribedin
[14,26]. They all have thepropertythat thechangesto thestatez arerestrictedto the
codecall atomsoccurringin theaddanddeletelists of theactionsin �F� . We makethe
sameassumptionin thispaper.

Action Constraints. Eachagenthasa finite setof action constraints which arerules
of the form “If thestatesatisfiessomecodecall condition,thenactions 90{ � #&%$%$%$#'{�|B;
cannotbeconcurrentlyexecuted.” In thepresentpaper, wedisregardactionsconstraints,
sinethey canbeeasilyeliminated(see[14]).
Integrity Constraints. Eachagenthasa finite set �]� of integrity constraints ��� that
statesz of theagentmustsatisfy(written z�I >���� resp. z�I >��]� ), of theform ������ where � is a codecall condition,and �U� is a codecall atomor constraintatom.
Informally, ��� hasthe meaningof the universalstatement“If � is true, then ��� must
betrue.”2 For example,a functionaldependency �=�C� RQ���

on a relation d in some
databasepackagedb canbeexpressedasanintegrity constraint�5�,���, ]¡£¢0¤`¥m¦0§�§���¨8©�©£ªC�5�,���8«¬¡£¢0¤�¥q¦�§�§2��¨8©�©£ª���, &® ¯2 Z°?�8«8® ¯2 $©£ª���, 0® ¯8«B°=�8«
® ¯8«�©²±@�, &® ³b°?�8«
® ³
where -Ze,ey "d*( returnsall tuplesin the relation d . Throughoutthis paper, we assume

that the integrity constraintsare consistent,i.e., thereexists at leastone agentstatez�´ which satisfiesall integrity constraintsin ��� . It mayhappen,though,thata setof
integrity constraintsis notconsistent.Determiningsuchaninconsistency is, in general,
an undecidableproblem,andthuscannot be doneby an automatedcheck.However,
a softwareagentusuallyhasa legal initial state z ´ whenit is deployed,andthis state
is known (or, it might beoneout of a collectionof possiblestates).Thestatez ´ must
satisfyall integrity constraints.Thus,in thespecificationof integrity constraints,only
thosemaybeacceptedwhich holdon z ´ .
Agent Program. Eachagenthasa setof rulescalledtheagentprogramspecifyingthe
principlesunderwhichtheagentis operating.Theserulesspecify, usingdeonticmodal-
ities, what the agentmay do, mustdo, may not do, etc. ExpressionsµQ{� A}$( , ¶^{` "}&( ,· {� A}$( , ¸º¹»{� A}&( , and ¼�{� A}$( , where {` "}$( is an actionatom,arecalledaction status
atoms. Theseactionstatusatomsareread(respectively) as {` "}$( is obligatory, permit-
ted, forbidden,done, andthe obligationto do {` "}$( is waived. If � is an actionstatus
atom,then � and ½U� arecalledactionstatusliterals. An agentprogram ¾ is a finite
setof rulesof theform: �À¿ � nÂÁ � ntÃ$Ã&Ã*nÂÁ]| (1)

where � is anactionstatusatom, � is a codecall condition,and Á � #&%$%$%&#'Á�| areaction
statusliterals.Due to spaceconstraints,we do not repeatthe semanticsof agentpro-

2 For simplicity, we omit hereandin otherplacessafetyaspects(seeAppendixB and[14,26]
for details).
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gramshere.A brief overview is givenin AppendixA, while comprehensivedetailsare
givenin [14,26].

3 Ar chitecture and Formal Definitions

In this section,we discusshow to extendthearchitecturein Fig. 1 to handlethecases
whereagenterrorscause,dueto violatedintegrity constraints,non-existenceof valid
statussets,andwhereanagent’sstatecanbeautonomouslyupdatedby a third party.

3.1 Ar chitecture

We assumethatthereis somemechanismthatnotifiestheagentwhenits statehasbeen
changedbyathirdparty. Thus,wemayassumein abstractionthateveryagentÄ receives
messagesof thefollowing forms:

1. ��Å5Æ
 "Ç`#5+,+
-2( , whereagentÇ is askingagentÄ theanswerto a codecall atom +,+8-x>.&/1 A�B#$+,+�( resp. +2+
-=>È/�4
�!.0/1 "�!#5+,+0( , where� is a termand +,+ is ground.
2. Éq�8ÊËÊÌ "Ç`#5+,+
-*#cÄ*Í�Î0( , whereagent Ç is telling agent Ä the answerÄ*Í�Î to a codecall
atom +,+
- of thepreviousform.
3. Ï
Ð�Ñ0�
 q+,+8-�#'Ä�ÍÒÎ0ÓÔ#'Ä*Í�Î
Õ�( , where +,+8- is acodecall atomand Ä*ÍÒÎ0Ó¬#cÄ*ÍÒÎ
Õ aresetsof
groundsubstitutions.Its meaningis thata third party(which maynot beanagent)has
updatedagentÄ ’s statesothattheanswerto +,+
- haschanged— thenew answeris the
old oneminusthesubstitutionsin Ä�ÍÒÎ�Õ plusthesubstitutionsin Ä*Í�Î&Ó .

Errorsoccurin the agentin oneof two situations.In the first, incomingmessages
of theform ��Å5Æ� mÃ ( or Éq�8ÊËÊÌ qÃË( triggererrorsasthereis no valid statussetassociatedwith
theincomingmessage.3 In thesecond,anotherentity sendstheagenta messageof the
form Ï�Ð*Ñ��
 qÃË( andtheupdateviolatestheintegrity constraintsof theagent,leaving it in
a statewhich is invalid.

We dealwith thesetwo situationsasfollows. Whenan agentdeveloperbuilds an
IMPACT agent,sheneedsto performthe following tasksin orderto specifyhow her
IMPACT agentsmustrecoverwhencorrupted.Shemustspecify

1. aset ÖJ× of repair actionshaving someproperties(seeSection3); and,

3 The readermay wonderwhy an Ø5ÙcÚ �£Û © messagecancausean error. All incomingmessages
to anagentcausea changein theagent’s statebecausethemessageupdatestheagent’s mes-
sagebox.No “sensible”integrity constraintshouldbeviolatedbecauseof an Ø5ÙcÚ �£Û © message.
However, it is possiblefor an agentdeveloperto write patentlyabsurdintegrity constraints.
For instance,thesyntaxof ICsallowsanagentdeveloperto write rulessuchas“If themessage
box containsa messagefrom agentB, then ÜÞÝ ” aswell as “If the messagebox containsa
messagefrom agentB, then ßÔÝ ”. Thiscausesanagentto becomecorruptwheneveramessage
from agentB arrives.Theproblemcanbeavoidedby addingrestrictionsto thesyntaxof agent
programs(e.g.certaintypesof regular agentprogramsintroducedin [15] avoid thisproblem).
In addition,requiringthat ICs not mentioncodecall atomsinvolving Ø5ÙcÚ �£Û © messageswould
alsohelpalleviatethis problem.
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2. an objective function (to be maximized)usedto evaluatethe cost of a state.The
ideais that theagentcode’s repaircomponentwill automaticallyuserepairactionsto
computeastate(whichsatisfiestheintegrity constraintsor generatesavalid statusset).

Oncetheuserspecifiesthevariouscomponentsof anagentasdescribedin Section2 and
specifiestheabove parameters,theIMPACT AgentDevelopmentEnvironmentshould
automaticallyconvert the agentcomponentsplus the repaircomponentsinto an exe-
cutablebodyof Java bytecodewhich maythenbedeployed.

The continuity propertyof agentsmay be preserved by requiring that whenever
an agent’s stateis corruptedby the actionsof an externalagent,the agentcontinues
to processrequestsfor its servicesaslong asthoserequestsarenot “affected”by the
ongoingrepairsto thecorruptedpart.For example,anagentmanaging30 relationsin
a relationaldatabasemayfind thatexternalchangeshavecorruptedonerelation.In this
case,queriesthatdo not accessthatonerelationmaybeprocessedby theagentwhile
thecorruptedrelationis beingrepaired.

We proceedasfollows.In Section3.2,weaddresstheproblemof specifying,given
anagentÄ anda “corrupted”4 codecall atom +2+
- resp.a setof suchcodecall atoms,
whatothercodecall atomsmaybepotentiallycorrupted.Themethodweapplyis based
on a syntacticanalysisof the agent’s integrity constraints.We thenintroducein Sec-
tion 3.3 the notion of “suspiciousness”for codecall atoms.Using this notion,we are
able to determinewhich decisionsthat an agenttries to make are affectedby these
potentiallycorruptedcodecalls.Thiswill becentralfor recovery in Section5.

3.2 Corrupted codecall atoms

Whenaset E of codecall atomsis known to becorrupted,wewould like to know what
othercodecall atomsandintegrity constraintsareaffectedby this. In this section,we
definea procedurecalled à5Ð,�á��à$à$�, AE�( that takes E asinput, andreturns,asoutput,the
setof codecall atomsin integrity constraintswhich are(potentially)corruptedby E .
We first needsomepreliminarydefinitions.Thefirst introducesthenotionof subsump-
tion for codecall atoms.

Definition 3.1 (CodeCall Subsumption).A setof codecall atomsE is subsumedby
a setof codecall atoms â , written E�ã^â , if each +,+
-ä��E is an instanceof some+2+
-�åb��â or its complement,i.e., +,+8-?>�+,+
-8å�7 or +,+8-?>æ<H+,+
-
åç7 for somesubstitution7 . If E (resp.,â ) is a singletonset 9
+,+
-,; , weomitparenthesesandwrite +,+8-yã�â (resp.,Eèã�+,+
- ).

Here,and in the restof the paper, we implicitly assumethat codecall atomsare
standardizedapartbeforeunification.

Example3.1 (Subsumption).Thecodecallatoms.&/1 á-�#$+,+,k�( and/�4��!.0/b Ao!#"+,+2k�( , where+2+,� is ground,arebothsubsumedby .0/b A6!#5+,+Zk�( . Thus, 9�.0/1 h-y#5+,+2k�(�#m/�4
�!.0/1 "o!#5+,+2k�(�;]ã9�.0/1 "6!#5+,+,k�(5#$/�4��!.&/1 á-�#$+,+0é,(W; .
4 By “corrupted” we meanthat the currentresultof the codecall atommay leadto an incon-

sistency in oneor moreintegrity constraints.A codecall atomcouldturn out to becorrupted
eitherbecauseanexternalentity hasmodifiedthestatein an “uncontrolled”way, or dueto a
“propagation”of corruptedness,asdescribedin Section3.2.
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We next definehow to associatewith any codecall condition � , a setCCA � ( of code
call atoms.Informally, CCA � ( is thesetof codecall atomsoccurringsomewherein � .

Definition 3.2 (Code-Call Atoms Set (CCA  � ( )). For anycodecall condition � , the
codecall atomsetCCA � ( is inductivelydefinedasfollows:

CCA � (�> êë ì 9�+2+
-Z;�# if � is a codecall atom +2+
-�í:*# if � is a constraint atomí
CCA � � (1î CCA � � (5# if � is a codecall condition � � n � � %

For anyintegrity constraint �����8�ä� ��� , defineCCA "���$(ï> CCA A�`(1î CCA ��� ( .
Corr  "���3#$+,+8-�( definedbelow describesthesetof potentiallycorruptedcodecall atoms
giventhatcodecall atom +,+
- is corrupted.

Definition 3.3 (Corr  "���3#$+2+
-�( ). For anyintegrity constraint ��� andcodecall atom +2+
- ,
Corr  "���3#$+2+
-�(Â>ñðóò CCA A����7�(ôôô +2+
- andsome+,+
-
å1� CCA "���$(1î�< CCA A�£�&(

unify with mostgeneral unifier (mgu) 7 õ %
If +,+
- is consideredcorrupted,theneachcodecall atomoccurringin ����7 is considered
corruptedaswell. Notice that unifiersandmostgeneralunifiers (mgu’s) 7 areeasily
computed,sincethereareno nestedterms.

Example3.2 (Corruptedness).Let usconsidertheintegrity constraint�����*.0/b A6!#5+,+,k�(Znö.0/1 "6!#5+,+0é,(ï�÷.0/1 "6!#5+,+8ø,(�%
Thenwe haveCCA "���$(ï>G9�.0/1 "6!#5+,+2k�(�#&.0/b A6!#5+,+�é,(�#&.0/b A6!#5+,+�ø,(W; and,furthermore,
Corr  "���3#&.0/b "jb#5+,+2k�(m( = 92.0/b "jb#5+,+2k�(�#,.0/1 �jb#5+,+�é,(5#$.0/1 �jb#5+,+�ø,(�; .

We may now definethe procedureà$Ð,�h��à$à&�2 AE�( which computes,given a set E of
codecall atomsconsideredcorrupted,thesetof all codecall atomsconsideredcorrupted
asfollows.

proc à5Ð,�á�ùà&à$�, "Eú� setof codecall atoms(�� setof codecall atoms;

1. T3ûAüK�Ì>�: ; �1ý0þ��Ì>ÿE ;
2. while �1ý&þ [>�T3ûAü do
3. T3ûAüK�Ì>È�1ý0þ ;
4. for each ���F�x�]� , +,+8-X��T3ûhü do
5. �1ý&þ��Ì>È�1ý0þ î Corr  "���3#$+,+8-2( ;
6. endwhile;
7. return T3ûhü .
endproc

Notice that à$Ð,�h��à$à&� implementsa monotone,inflationaryoperatorover the setof
codecall atoms,andterminatesonfinite input E . Furthermore,theoutputcanbecom-
pactedby removing subsumedcodecall atomsfrom �1ý0þ .

The reasonwhy we have to iteratively apply the Corr operatorin the above pro-
cedureis becauseerrorsmight bemasked.For illustration,considerthefollowing four
integrity constraints:
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��� � �,.&/1 A6B#$+,+,k�(Znö.0/b Ao!#5+,+0é,(ï� 6x>ÿo ,��� � �,.&/1 � #$+,+�ø,(Zn � > +H�÷.0/1 h-y#5+,+,k�( ,��� � �,.&/1 ���#$+,+��*(ï���KP�� ,���
	^�,.&/1 ���#$+,+��*(Znö.0/b ���#5+,+�,(ï���K\�� .
Supposethatin thecurrentstateall andonly thefollowing codecall atomsaretrue:.0/1 h-y#5+,+Zk0(5#].0/1 �sb#5+,+8é,(�#].0/1 �+Z#$+2+3ø,(�#`.&/1 ck0ly#$+2+��Z(5# and .&/1 áé2ly#$+2+�2(5%
In thecurrentstate��� � is violated.Then,both .0/1 h-y#5+,+,k�( and .0/b "sb#5+,+�é,( arepotentially
corrupted,sincetheirevaluationreturnsaresultwhichcausesaviolationof anintegrity
constraint;at leastoneof themreflectsa conditionon the currentstatewhich is not
coherentwith theagent’s setting.Theotherintegrity constraintsarenot violatedin the
currentstate.As weknow that .0/b á-y#5+,+Zk�( is potentiallycorrupted,its correctevaluation
maywell havebeenfalse ratherthantrue (thoughthis is notnecessary!). If in fact.&/1 á-�#$+,+,k�( ’s correctevaluationshouldhave beenfalse, thenit maywell bethecase
that .0/1 �+Z#$+2+3ø,( is alsocorrupted.This is because.&/1 q+,#$+,+�ø,( shouldevaluatetofalse
in orderto satisfy ��� � .

We do not know whether .0/b á-y#5+,+,k�( or .0/1 �sb#5+,+3é2( is the causeof the violation.
Hence,we cannotexcludethepossibility that theproblemis with .0/b á-y#5+,+,k�( andthat
it propagatesto .0/1 �+Z#5+,+3ø2( . Thus,to beon thesafeside,we consideran integrity con-
straint(potentially)corruptedwhenever it containsa potentiallycorruptedcodecall.

Theintegrity constraints��� � and ���
	 arenot violatedin thecurrentstate,andthere
is noreasonto suspectthatthecodecall atomsappearingin themarecorrupted.This is
becausethey arecompletelyunrelatedto thecorruptedatoms.

The soundnessof this approachis expressedby the following propositionwhich
statesthatacoherentstatecanbereachedfrom anincoherentoneonly by changingthe
returnvaluesof (some)corruptedcodecall atoms,andby maintainingthereturnvalues
of theuncorruptedones.

For any agentstate z , let ���B�» £z=( bethesetof groundinstancesof integrity con-
straintsfrom �]� whichareviolatedin thestatez , andlet ���B�» £z=(,>����������! #" CCA A�£�&(
bethesetof codecall atomsin �$�y�C áz?( .
Proposition3.1. Let â beanysetof codecall atomssuch that à5Ð,�á��à$à$�Z %���y�C áz?(m(1ãCâ .
Then,there existsan agentstate z=å such that z=åïI >È�]� and,for anygroundcodecall
atom +,+
- , z and z=å differ on +,+
- only if +,+8-»ã¬â .

This meansthat z canbe turnedinto zHå by modifying the returnresultfor somecor-
ruptedcodecall atoms,and without changingthe resultsof non-corruptedcodecall
atoms.
Proof. We definea suitable z=å asfollows. Recall that at leastoneagentstateexists
which satisfiesall integrity constraints,andlet z�´ beanarbitrarysuchagentstate.For
any groundcodecall atom +2+
- , wedefinez å I >G+2+
-'& ò z�´?I > +,+
-*# if +,+
-¬ã¬âQíz I > +,+
-*# otherwise%
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Notice that zHå is well-defined,and differs from z only on groundcca’s which are
subsumedby â . Let ��� be any groundinstanceof someintegrity constraintin �]� .
Then,oneof thefollowing two casesapplies:
(1) Thereexistssome+,+
-x� CCA "���$( suchthat +,+
-1ã²â . Then,by definitionof à5Ð,�á�ùà&à$� ,
CCA "���$(2ãUâ holds.Hence,for each+,+
-x� CCA A�£�&( , wehave zHåÒI >G+,+
- if f z�´?I >�+2+
- .
Since z�´?I >ÿ��� , it follows z=åÒI >���� .
(2) For no +,+
-x� CCA "���$( it holdsthat +2+
-]ãïâ . This implies �(�B�» £z=(!) CCA A�£�&(ï>�: ;
hence,z I >ÿ�£� . Similarly, weconcludethat zHå�I >G+,+
- if f z@I >�+,+
- . It follows zHå�I >���� .

Hence,in bothcasesz=åÒI >È��� . Therefore,z=åÒI > �]� , which provestheresult.

To continuethepreviousexample,letusconsiderthestatewherethecodecall atoms.0/1 h-y#$+2+Zk�(�#`.&/1 q+,#$+,+�ø,(�#`.0/b ck�l�#$+,+*�*(�# and .0/b áé,l�#$+,+�,(
aretrueandall theothercodecall atomsarefalse.This is aconsistentstate,andwecan
reachit by simply changingthereturnvalueof +,+8é sothat .0/1 �sb#$+2+3é,( becomesfalse.

The implementationof à5Ð,�á�ùà&à$�Z "E ( which we have describedis cautiousandcon-
siders,in general,a largersetof codecall atomscorruptedthanmay be semantically
necessary. By applying a caseby casedistinction,we could get a refinedpicture in
whichaminimalsetof codecallsis identifiedas(potentially)corrupted.In theexample
above, .0/1 �+Z#5+,+3ø2( is viewed ascorrupted,aswell as .&/1 á-�#$+,+,k�( , but we wereableto
reacha coherentstatewithout changingthevaluesof all thesecodecall atoms.Unfor-
tunately, computinga minimal setof codecall atomswhich needto bechangedleads
to intractability, which is thegist of thefollowing result.

Theorem3.1. Giventhesets�B� and ���B�» £z=( of groundandviolatedgroundintegrity
constraintsin thecurrentagentstatez , respectively, anda groundcodecall atom +2+
- ,
decidingwhether +2+
- is in somesmallest(w.r.t. inclusion)setof groundcca’s E such
that,bychangingvaluesof cca’s in E only, a consistentstate z=å resultsis +-, -hard.

Proof. (Sketch)A variantof thesatisfiabilityproblemcanbereducedto this problem.
Suppose��>�9�� � #&%$%$%&#c��.=; is a setof clauses� � >@Á �0/ �$1 Á �0/ �$1 Á �0/ � whereeachÁ �0/ 2 is a propositionalatom 3 or its negation ½43 . The softwarepackage� maintains
truth assignmentsto propositionalatoms,andtheAPI �65Z-�dBg* h( returnsall variablesset
to true.Suppose3 ´ is a distinguishedatomsuchthatanassignmentin which 3 ´ is true
satisfies� if f all otheratomsarefalse.Now let z betheagentstatein which all atoms
aretrue,andsetup for eachclause� � anintegrity constraint<871 AÁ �0/ � (Zn <971 hÁ �0/ � (»�71 AÁ �0/ � ( where71 hÁ �0/ 2 (]>�.0/1 h-y#'�:5*-�dBg* h(m( if Á �%/ 2 >;3 and 71 AÁ �%/ 2 (]>È/�4
�!.0/1 h-y#m�65*-�dBgZ á(m(
if Á �0/ 2 > ½43 . Then,someof theseintegrity constraintsare violated by z . The cca.&/1 á-�<�#'�:5*-�dBg* h(m( belongsto somesmallestchangeof groundcodecall atoms E that
turns z into aconsistentstatezHå if f � hasasatisfyingassignmentin which 32´ is false.
Sincedecidingthe latter, underthe above assumption,is +8, -hard,andsince �B� and���B�» £z=( areeasilyconstructedin polynomialtime, theresultfollows.

3.3 Suspiciouscodecall atoms

Changingan appropriatesubsetof the groundinstancesof corruptedcodecall atoms
will recovertheagentto an“uncorrupted”state.Thiswill bedonein theagentcyclebya
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repairprocedure.However, while thisrepairis goingon,somemessage(s)mightarrive.
Ratherthansimply queuingthemessage(s)until theagenthasrecovered,it should:

1. find out whetherprocessingthemessageinterfereswith therepairprocess,and
2. proceedwith handlingit if this is not thecase.

For this purpose,we introducethe notion of “affected” actionatomandrule, and
the notion of “suspicious”codecalls. Informally, the evaluationof an actionatomis
affectedby a repair if it accessesa codecall atomwhich is possiblychangedby the
repairprocess.The deonticstatus(is it permitted?forbidden?to be done?etc) of an
actionatommightchangeaftertherepairis completed.Thisalsomighthaveanimpact
onotheractionatomswhosedeonticstatusis determinedby runningtheagentprogram.
In particular, a rule in theprogramthatinvolvesanaffectedactionatomor a corrupted
codecall atommightpropagateaffectednessto otheractionatoms.Thecodecall atoms
in thebodyof sucha rule areconsidered“suspicious”becausethey allow an affected
rule to fire.

If we treatat leastall corruptedcodecalls asbeingsuspicious,thenany unsuspi-
ciouscodecall may be safelyevaluatedin the currentagentstate.This is because(i)
it is not affectedby whatever corruptedthestateand(ii) it will not beaffectedby any
attemptto repair the corruptedpart of the state.Hence,unsuspiciousatomsmay be
safelyevaluatedeven during the repairprocess.In particular, if the agentprocessesa
message��Å5Æ
 AÇ�#$+2+
-2( , say, duringwhich it naturallyevaluatesthecodecall atom +2+
- ,
then the processingof this messagedoesnot interferewith the repairof the stateas
longas +,+
- is unsuspicious.Ontheotherhand,if +,+8- is suspicious,thenprocessingof
a messageshouldbedelayedto avoid potentiallyincorrectresults.A similar rationale
applieswhenprocessingmessagesof theform Éq�8ÊËÊ� AÇ�#$+2+
-�#'Ä*Í�Î�( .

As in thecaseof corruptedcodecallatoms,wedeterminesuspiciouscodecall atoms
by a syntacticanalysisof theagentprogram.We definea procedureÅ>=�Å'à&à$�, "E�( which
takesasinput, a set E of codecall atomswhich subsumesall corruptedgroundcode
call atomsof agent Ä andreturns,asoutput,a setof suspiciouscodecall atoms.The
procedureoperatesin two phases.In thefirst phase,it determineswhatcodecall atoms
arecorrupted.In thesecondphase,it backwardpropagatespossibleintegrity constraint
violationsthatmayariseafterthecompletedrepair.

We first definedirectaffectednessof anactionatomby acodecall atom.

Definition 3.4 (Dir ectly Affected Action Atom). An action atom {` "}$( is directly 7 -
affectedby somecodecall atom +,+
- , if there exists a +,+8-�å � CCA á~`�'�, h{� A}&(m('(»î< CCA á~`�c�, A{` "}$(m(c( which unifieswith +,+
- via mgu 7 . We saythat {` "}$( is directly af-
fectedif it is directly 7 -affectedfor some7 .

Informally, {` "}$( is directly 7 -affected,if thestatusevaluationof its groundinstances
involvesoverlapswith the groundinstancesof the codecall atom +2+
- . If +2+
- is cor-
rupted,thevalueof thepreconditionof {` "}$( might changeby therepair.

Wenext defineaffectednessof actionatomsfrom arule,givensetsof affectedaction
andcodecall atoms.
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Definition 3.5 (Affected Rule and Action Atom). Let? ���æ¿ � nÂÁ � n@Ã$Ã&Ã*n Á�|
bea rule, andlet �F�x ? ( bethesetof all actionatomsoccurringin ? . Let E and â be
setsof actionandcodecall atoms,respectively. Then? is 7 -affectedby E #'â if either

1. some+,+
-X� CCA � (1î�< CCA � ( unifieswith some+,+8-�åb��â with mgu 7 , or
2. {� A}$(Ô� �F�x ? ( is directly 7 -affectedbysome+,+
-8å1� â , or
3. {� A}$(Ô� �F�x ? ( unifieswith some{ å  "} å (Ô�ºE with mgu 7 .

Theset @ AFF  ? #'E #'âX( is the union of all �F�x ? 7�( such that ? is 7 -affectedby E #câ .
Theset @ CCA ? #mE #'â=( is theunionof all CCA ? 7�( such that ? is 7 -affectedby E #câ .
Therule ? is affectedby E #'â , if it is 7 -affectedfor some7 . We defineAFF  ? #mE #câ=(]>�F�x ? ( if such a 7 existsandAFF  ? #'E #'â?(]>�: otherwise.

Informally, the affectednessset @ AFF  ? #mE #'â?( containsthe actionsatomsinto
which the affectednessof the actionsatomsin E propagates,assumingthat the code
call atomsin â arecorrupted.Clearly, AFF  ? #mE #'â?( subsumes@ AFF  ? #'E #'âX( and
takesa coarserview in which moregroundatomsareaffected,which we maychoose
for simplicity or efficiency.

We remarkthatby takingtheparticularsemanticsappliedto anagentprograminto
account,the definition of @ AFF  ? #mE #'â?( may be further refined.For instance,in the
caseof reasonablestatussetsemantics[26], only the actionatomof �»7 needsto be
addedto @ AFF  ? #'E #'âX( if {� A}$( is from thebodyof ? .
Example3.3 (Affectedness).Consideranagentwhich managestheadvertisementpol-
icy of a departmentstoreby classifyingcustomersashigh, mediumor low spenders.
Theclassificationmaybeusedto sendappropriateadvertisementsto customers(clearly,
in practicemoresophisticatedclassificationscouldbeapplied).A rule in theagentpro-
gramcouldbe:? �
¸L¹? BAb.�p:A g�j�f8/*rZf�d� 0CZ('(]¿÷.0/1 0CB#c4�d*-�+
e2f?�Zg
fZe2f*+3�b �j�f�dBg
48/b#$g8-Ze�#$P#�k0l2l,l,l�l,(m(mn¸º¹= �/�f�D +�E!g3�*4�iBf�d� FCZ(m(
This rule saysthat whena new customeris enteredinto the database,sheis assumed
to be a high-spendercustomerif shehasa high salary. The pre, add,anddel lists of/*f�D +�EBg3�*4�i!f
d are~`�'�, "/*f�D +�EBg3�*4�i!f
d* 0G*(m( = notin(P,oracle:all(customers)),�C���b �/�f�D +�E!g3�*4�iBf�d� 0G*(m( = in(P, oracle:all(customers)),�?�$�q �/�f�D +�E!g3�*4�iBf�d* 0GZ('( = : .
Someexamplesof 7 -affectednessof ? for pairs E #'â are:

1. Hh:*#59�.0/1 çi!-�d,w!#c4�d*-*+�e2f¬�5g8fZe�f�+��! �j�f�dyg848/b#5g8-Ze*#&P#0k�l�l,l2l,l2('(W;#I : Thecodecall atom
in â unifies with .0/1 0CB#W4
d*-�+�e2fï�mg8fZe2f�+3�! "j�f
dyg
43/b#$g8-,e�#$P#0k�l2l,l�l,l,(m( under mgu7?> 93� >äi!-
d,w�; .
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2. Hh:*#59�.0/1 "p*f,4�d,pZfy#W4
d*-�+�e2f»�3-Ze2ey q+�E!g3�*4�iBf�dBg
(m(�;�I : {` "}$(?> /�f�D +�E!g3�*40i!f�d� FC,( is di-
rectly 7 -affectedby â sinceits codecall atomunifieswith < CCA á~`�'�, h{� A}$(m(c( =9�.0/1 0CB#c4�d*-�+�e�f]�á-Ze,ey �+�E!g3�Z4�iBf�d�g
(m(�; undermgu 7=>�93� >ÿpZf,4�d,p*f,; .

3. H�9�A!.�p:A g�j�f
/*r,f�d� qg3�ZfJ5*f2(W;�#W:�I : theactionatomunifieswith theonein theheadof? undermgu 7H>G9���> g3�*fJ5*f,; .
The above notionshelp us to determinewhich action atomsmay be affectedwhen
building thestatussetof theagent.Dependingonthesemanticsapplied,however, there
aredifferentwaysto includeanactionstatusatominto a statusset:

– Under rationalandreasonablestatussetsemantics,an actionstatusatom K`VÒ h{�(
mayonly belongto a statusset � if it occursin a rule, or if it is derivedby some
actionor deonticclosurerule (cf. Def. A.3 in theappendix);

– underfeasiblestatussetsemantics,any K`VÒ h{�( maybeincluded(evenin somecases
whereit occursin no rule).

We respectthis by assumingthat in the latter case,the program ¾ containsdummy
rules ¶K h{� FLÀ(m(¬¿÷¶K h{� FLÀ(m( for every actionname{ . Suchrulescaneasilybeadded
withoutchangingthesemanticsof theprogram.Wearenow in apositionto definehow
to computea set of suspiciouscodecall atomsfrom a given set of codecall atoms
known to besuspicious— theprocedureÅ>=�Å'à$à&�, "E�( definedin Table1 doesthis.

Informally, suspiciouscodecall atomsaredeterminedasfollows.In Phase1 of the
procedure,we iteratively determinewhichcodecall atomsareaffectedby syntactically
examiningtherulesof theagentprogramandstartingwith theknowledgethatthecode
call atomsin theinput to thealgorithmareknown to becorrupted.Thecodecall atoms
in the body of eachrule which is found to be affectedbecomesuspicious.At the end
of Phase1, all codecall atomspossiblyaffectedby thecorruptedcodecall atomsare
determined— asthis might leadto the agenttaking actionswhich vary dramatically
from what the agentdeveloperoriginally intended,thesecodecall atomsmay have
unintendedconsequencesthatneedto beaddressed.Specifically, thesecorruptedcode
call conditionsmight triggerunintendedactionsandthis needsto betakencareof.

We furtherhave to take into accountthe fact thatsuchanaction { might interfere
with someother(yet unconsidered)action M throughanintegrity constraint,i.e., some
effectsof { and M occur togetherin an integrity constraint.In sucha case,the joint
executionof { and M mightnotbepossible.If, on thecorruptedstate,M wereexecuted,
thenon therepairedstateM couldno longerbeexecutedif { mustbeexecutedin it.

We illustratethis by an example.Supposethe addlist of { containsthe codecall
atom .0/1 h-y#$+2+
-yk0( , while theaddlist of M contains.0/1 �sb#5+,+
-
é,( , andthereis anintegrity
constraint���^�B.0/1 h-y#5+,+
-�k�(]� /�4
�!.0/1 �sb#5+,+
-8é,( . Assumethatin thecurrent(corrupted)
state,both .0/1 h-y#$+2+
-yk0( and .&/1 "s!#$+,+8-
é2( arefalse,andthat { is not executedbut M is,
where��� is notanincriminatedintegrity constraintinvolving corruptedcodecall atoms.
Furthermore,supposethat in therepairedagentstate,{ is executed.Then M couldnot
beexecutedsimultaneouslyunless��� is violated.Hence,in therepairedstate,theagent
would computea statussetaccordingto which M is not executed.But this meansthat
asfor thestatusof .0/1 �sb#5+,+
-8é,( , theactiontakenby theagenton thecorruptedstateis
(possibly)differentfrom theonetakenon therepairedstate,which is undesired.
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proc ÙON5ÙQPOPWØ ( R : setof codecall atoms
©U¥

setof codecall atoms;
/* R subsumes all corrupted ground code call atoms */

/* Phase 1: propagation of corruptedness */
1. S�TVU ¥ °XW ; Y ¥ ° R ; Z ¥ °[W ;
2. while Y]\]Z_^° S�TVU do
3. S�TVU ¥ ° Y`\]Z ;
4. for each a-bdc do
5. if e AFF

� a ¡ Z ¡ R © ^°[W then
6. begin Y ¥ ° Y`\`e CCA

� a ¡ Z ¡ R © ;
7. Z ¥ ° Zf\]e AFF

� a ¡ Z ¡ R © ;
8. end;
9. endwhile;

/* Find action atoms which may cause troubles with IC */
10. g ¥ °[W ;
11. for each h �Bic© bjZ do

12. k ¥ °Xlnm CCA
�Bo%prq0©tsss o%p bvuwk ¡ somex�x ¦ b CCA

�Fy{z�zy� h ©8ªf|-}O~h� h ©�© andx�x ¦�� b CCA
�Bo0pW© \]� CCA

�Bo%p�©
unify with mgu

q �]�
13. g ¥ ° g[\ m����%��q�©$sss somex�x ¦ b CCA

�Fy�z�z*�����%� ©�©�ª�|8}O~h�����%� ©�©�©
and x�x ¦ � bjk�\`�tk unify with mgu

q �`�
14. endfor;

/* Phase 2: back propagate poss. IC-violation by atoms g */
15. S�TVU ¥ ° Y ;
16. while Y]\]g�^° S�TVU do
17. S�TVU ¥ ° Y`\]g ;
18. for each a-bdc do
19. if e AFF

� a ¡ g ¡�W0© ^°[W then
20. begin Y ¥ ° Y`\`e CCA

� a ¡ g ¡�W�© ;
21. g ¥ ° g�\]e AFF

� a ¡ g ¡�W�© ;
22. end;
23. endwhile;

/* return Y plus precond’s of affected action atoms in g */
24. return Y]\d��x�x ¦�� x�x ¦ b CCA

�0���Q}�� h �BiW©�©�©t� h �Bic© bjg�� .
endproc

Table1. ProcedureÙ�N5ÙQPrPWØ
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To eliminatesuchcases,theprocedureÅ*=0Åcà$à$� computesactionatomsM� 0Lÿ7�( which
couldleadto thisproblem.In Phase2, it thencomputesactionatomswhichmaybeused
in a derivationof theseactionatoms.This is doneby analyzingin which rulesof the
programsuchatomsoccur. Here @ AFF  ? # � #c:�( meansthat some {� A}&(�� �

unifies
with someactionatom M] "} å ( in thebodyof rule ? . No suspiciouscodecall atomsin the
rulebodyneedto beconsideredsincein thisanalysis,theeffectsof possiblechangesof
theresultof acodecall atomarenotrelevant(they havealreadybeenconsideredearlier
in Phase1). Nonetheless,asin Phase1, the codecall atomsin affectedrulesbecome
suspicious,sincetheir valuemight contributeto deriving a problematicactionatom.

After thebackpropagation,wetakecareof thefactthatfor anactionatom {� A}$(`� �
the codecalls in ~Ô�'�2 A{U( might be evaluatedwhencomputingthe statusset.Thus,all
thesecodecallsarealsoconsideredto besuspiciousif { wasfoundto beaffected.

Example3.4 (Suspiciousness).Let us considera simple agents ag that hasthe in-
tegrity constraint��� from Example3.2.Supposetheagentprogramconsistsof thefol-
lowing rules,andrationalstatussemanticsis applied:? �H�
¸º¹H h- �  "6*('(]¿÷.0/1 "6!#5+,+,k�(Zn 6�[>;��n ·  á- Y  F�,('( ,? R � ·  h-2Y3 F�,('(ï¿ú¶K h-Z�0 F�,('( ,?#� � ·  h- Y  qg8('(ï¿÷.0/1 �gZ#5+,+�ø,(ZnM½U¸º¹= á-J��( ,?�� �
¸º¹H h-J�$(]¿D/�4��!.0/b F�B#5+,+0ø,( .
Let ~`�c�, h-,)� "6*(m( > 9�.0/1 "6!#5+,+2.3(�; , �C���b h-,)� A6Z('(�> 92.&/1 F�y#$+,+�.8(W; , and �?�$�q h-,)� "6*('(�>9�.0/1 "6!#5+,+�.8(�; , for �]� 9���# R ; , andfurthermore~`�'�2 h-:�5(]>G9�.0/1 0�B#5+,+#�2(�; , �F�
�1 h-:�5(]>æ: ,
and �?�$�� h- � (]>�9�.0/1 0�B#5+,+��,(�; , for �K� 9 � # � ; .

Supposewearetold that .0/1 �jb#$+2+*k�( is corrupted,andwewantto find out thesuspi-
ciouscodecall atomsgiventhis information.As alreadyseen,Corr  "���3#&.&/1 "j!#$+,+,k�(m(¬>9�.0/1 �jb#5+,+,k�(5#$.0/1 �jb#5+,+�é,(5#$.0/1 �jb#5+,+0ø,(W; .

Let uscall Å*=0Åcà$à&�2 AE�( with E > Corr  "���3#$.0/1 �jb#$+2+Zk�(m( . We iteratively augmentthe
initial sets� �Ì> Corr  "���3#&.&/1 "j!#$+,+,k�(m( and ���Ë>æ: until we reachafixpoint.

1. In thefirst iteration,rule ? � is 7 -affectedfor 7º>@90E >æV1; , andwe addto � the
actionatoms- �  �j�( and - Y  0�Z( . Theset � remainsunchanged,sincecodecall atom.0/b A6!#5+,+,k�(�7 = .0/1 �jb#5+,+Zk0( from thebodyof ? �&7 alreadyoccursin � . Rule ? R is now
affectedsincebecause- Y  F�,( from � occursin its head;thus,theactionatom - �  F�Z(
is addedto � , while � remainsunchanged.Rules?#� and ?�� arenotaffected.

2. In theseconditeration,rule ? � is newly affectedfor 7K> : , because-2Y� 0�Z( from �
occursin its body, andfor 7 > 90E >��2; , since -,�0 F�Z( unifieswith theatomin its
head.As aconsequence,-,�& A6Z( is newly addedto � , and .&/1 A6B#$+,+,k�( and .0/1 0�B#$+2+Zk�(
areaddedto � . Rule ? R is notnewly affected,andno furtherrule is affected.

A further iterationbringsnow change,andphase1 of Å>=�Å'à&à$�, "E�( terminates.We
have � > 92.0/b "jb#5+,+,k�(�#&.0/b "jb#5+,+�é,(�#&.0/b "jb#5+,+0ø,(�#&.&/1 A6B#$+,+,k�(�#&.&/1 F�y#$+,+,k�(W; and,further-
more, �À>G9�- �  A6*( , - �  �j�( , - �  0�Z( , - Y  F�Z(Þ; .

In computing
�

, we have �ú�Ë> CCA "���$( for {` "}$(x>�-Z�$ A6*( , since -Z�0 A6Z( ’s delete
list contains .&/1 A6B#$+,+,k�( , which occursin �£� . Thus,

�
is setto 9�-Z�& "6*( , -2Y3 A6Z( , - � ; on

the next line. The further actionsin � only add subsumedactionsto
�

; we obtain� >�9�-Z�& "6*( , -Z�& �j�( , -,�& F�,( , -2Y3 "6*( , -2Y3 �j�( , -�Y� F�,( , - � ; .
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Phase2 of Å>=�Å'à&à$�Z AE�( thenlooks for the ruleswhich areaffectedby  � #W:
( . Note
that theonly way for a rule to beaffectedby  � #c:�( is to containanactionstatusatom
unifying with anactionstatusatomin

�
.

1. ? � is affectedby  � #W:
( , but nothingnew is addedto � and
�

.
2. Also ? R is affectedby  � #c:�( , but nothingnew is addedto � and

�
.

3. ?#� is affectedby  � #W:
( , because- Y  A6Z( unifieswith its headfor 7M>ú9&E > �
; .
Thus, .0/1 �gZ#$+2+3ø,( is addedto � and - Y  qg
( is addedto

�
.

4. ?�� is not affectedby  � #c:
( .
The while loop terminates;we have ¡G> 9].0/1 �jb#$+2+,k0(5#ï.0/1 �jb#5+,+�é,(5#ï.0/b "jb#5+,+�ø,(�#.&/1 A6B#$+,+,k�(�#y.&/1 F�y#$+,+,k�(�#*.0/1 �gZ#$+2+3ø,(W; . Thereturnvalueof � , evaluatedaddingthepre-

conditionsof actionstatusatomsin
�

, is � > 9?.0/1 �jb#5+,+,k�(5#B.0/1 �jb#$+2+3é,(�#!.0/b "jb#5+,+�ø,(�#.&/1 A6B#$+,+,k�(�#,.0/1 0�B#5+,+,k�(5#2.0/1 �gZ#$+2+3ø,(�#,.0/b F�B#5+,+3é,(5#2.0/1 0�B#$+2+3ø,(�#,.0/b A6!#5+,+�é,(�#,.0/1 �gZ#5+,+3é2(!; .
Omitting subsumedcodecall atoms,theresultis thefollowing setof codecall atoms:�Â>�9�.0/1 "6!#$+2+Zk�(�#2.&/1 A6B#$+,+3é,(�#2.0/1 �jb#5+,+�ø,(5#2.0/1 0�B#$+2+3ø,(�#,.0/b qgZ#5+,+�ø,(ï; .

Thefollowing theoremstatesthattheprocedureÅ*=0Åcà$à$�, AE�( — whereE is aninput
setof codecall atoms— returns,asoutput,a set â of codecall atomshaving thefol-
lowing property:If anarbitrarycodecall atom +,+8- (or its complement)is not unifiable
with any codecall atomin â , thendecisionsbasedon +,+
- arenot affectedby ongoing
attemptsto repairthecodecall atomsin E . Thatis, actiondecisionsandresultingstate
changesthatinvolve +,+
- areisolatedfrom thecorruptedcodecall atoms,andwouldbe
thesameif thestatewererepairedbeforerunningtheagentprogram.

For example,if agentÄ shouldreply to amessage��Å5Æ
 AÇ�#&.&/1 ��2f2�,�B#'r�sK�3j�f�dyg
4
/!g
(m(
queryinga table j*f�dBg
4
/Bg , it mightdo soif thecorruptedcodecall atomsarerestricted
to .0/1 "6!#cr
s �1+
-�dBg8( where +
-
dBg is a differenttablewhich is currentlybeingrepaired,
providedthatansweringthis messagedoesn’t referto cars.

We needsomepreliminarydefinitions.For a (fixed)agentprogram¾ anda given
groundcodecall atom +,+
- , the influenceset ¢,� of +,+
- is thesmallestsetof (ground)
actionsthatcontains(1) all actionsdirectlyaffectedby +,+
- and(2) all actionsin �F�x ? (
where? �2�æ¿ � n�Á � nä%&%$%mn^Á | is any groundinstanceof a rule in ¾ suchthateither+2+
- � CCA � ( or �F�x ? (w)£¢2� [> : . The influencesetof anarbitrarycodecall atom,
denoted¤Z�¬ q+,+8-2( , is theunionof all ¤Z�¬ �+,+
-�åù( where +2+
-
å is agroundinstanceof +2+
- .
Theorem3.2. Let z beanagentstateandlet zv¥ bea repairof z . Let E beanysetof
codecall atomssuch that à5Ð,�á�ùà&à$�Z %�(�B�» £z=('(²ã»E . Suppose+,+
- is a codecall atomnot
unifiablewith any +,+
-
å1�ºÅ*=0Åcà$à&�2 AE�( nor <H+,+
-
å , andsuppose� is a valid statussetonz disregarding �$�B�» áz?( . Thenthere existsa valid statusset �ïå w.r.t. z ¥ and �]� such
that K`VÒ A{U(Ô� �Þå iff K`VÒ A{U(¬��� holdsfor all modalitiesK`V and { �¦¢2�¬ q+,+8-2( .
Proof. By our assumption,somestatusset �Þå exists on z=å , leadingto a state z=å¥ >
conc A¸º¹? á�Þåù(�#Wz ¥ ( . It holdsthat no action {� A}$(x�§¤Z�Ô �+,+
-�( belongsto ¤Z�» �+,+
-
åù( for
any groundcodecall +,+
-8å on which z and z�¥ are different.Otherwise,since +,+
-
å
mustbea corruptedcodecall atom, +,+
-�å is subsumedby E , andby virtue of Phase1
of Å*=0Åcà$à$� , it followsthat +2+
- wouldhaveaninstancewhichis subsumedby Å>=�Å'à&à$�, "E�( .
This is in contradictionto the hypothesison +,+
- . Thus, the value of a statusatom
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K`VÒ A{` "}0(m( in thestatussets� and �Þå is computableby accessingonly (1) groundcode
call atomson which z and z�¥ coincide,and(2) usingonly otheractionstatusatomsK`V å  A{ å  "} å (m( suchthat { å  "} å (�¨�f¤Z�¬ �+,+
- å ( for everygroundcodecall atom +,+
- å onwhichz and z ¥ aredifferent.

Let �-© bethesetof all (ground)actionswhich instantiateactionatomsin thesets� and
�

computedby Å*=0Åcà$à&�2 AE�( . We definethestatusset �Þå å by� å å �Ë>�9�K`VÒ h{�(¬��� å I3{M���-©H(²î 9#K`VÒ h{�(Ô���ÈI3{_¨���-©X;2%
Thatis, for affectedactionswetakethestatusfrom �Þå andfor non-affectedactionsfrom� . We show that �Þå å is a �Þý�ª -statusseton z ¥ , leadingto z=å å¥ > conc h¸L¹? h�Þå å�(�#�z ¥ ( .
Sinceit coincideswith � on the ¤Z�¬ q+2+
-2( , theresultfollows.

We first show that �Þå å is a feasiblestatusset,i.e., satisfiesconditions( � 1)–(� 4) of
Def. A.4. The key fact is that every groundinstance? of a rule in ¾ satisfieseither�F�x ? (9«ö�8© or �F�x ? (w)º�-©G>�:

Since � and �Þå satisfiesall rulesof ¾ , it is thusclear that also �Þå å satisfieseach
rule of ¾ . Hence,condition( � 1) is satisfied.Since,for any groundaction { , all action
statusatom K`VÒ h{�( in �Þå å belongeitherto � or to �Þå and �Þ#c�Þå arefeasiblestatussets,it
is clearthat �ïå å satisfiestheconditions( � 2) and( � 3).

As for ( � 4), acaseanalysisyieldsthateverygroundinstance��� of anintegrity con-
straintin �]� is satisfiedby z=å å¥ : (i) Assumefirst thatCCA "���$( containssomecorrupted
codecall. Thenall codecalls in �£� arecorrupted,andonly actions{ wherein {ä� �-©
may changethe valueof any thesecodecalls. Thus, for no suchaction ¸º¹= h{�( can
belongto ��¬F�Þå . Since zHå¥ I > ��� , it follows thatalso zHå å¥ I > ��� . (ii) Assumenext that
no codecall in ��� is corrupted,but someaction { ���-© specifiesa changeof some
codecall in ��� . Then,by Phase2 in procedureÅ>=�Å'à&à$�, "E�( , we have MÈ�Â�-© for every
action M thatspecifiesa changeof somecodecall atomin ��� . Again,since zHå¥ I >���� it
follows that z å å¥ I >À��� . (iii) If neither(i) nor (ii) applies,theneverycodecall atomin ���
is uncorruptedandmaybechangedonly by actions{�¨���-© . Since(i) doesnot apply,�£� is not violatedin statez , andthusconc A¸º¹= á�ï(�#�z=(�I >æ��� . It follows that zHå å¥ I >æ��� .
Summarizing,we have that ��� is satisfiedin thestate z=å å¥ . Hence,z=å å¥ I >ÿ��� , andthus
condition( � 4) is satisfied.This shows that �Þå å is a feasiblestatussetw.r.t. zv¥ .

If �Þý�ª is rationalstatussetsemantics,we mustfurthershow that �Þå å is grounded,
i.e., no propersubsetCå å{® �Þå å satisfies( � 1–� 3). Supposesucha Cå å exists;we shall
derive a contradiction.Assumefirst that Cå å is smaller than �Þå å on the action status
atomssetoveractions{'¨� �8© . Then,

 �Ë>G9�K`V� A{U(`� �öI8{M���-©X;�î 9�K`V� A{U(Ô�¯ å å I3{§¨���-©X;
is a smallerstatusset °®è� which satisfies( � 1)–(� 3) on state z : Indeed,notethat
eachgroundinstanceof rule satisfieseither �F�x ? (`« �8© or �F�x ? ({) �-©t> : , and
obviously  is deonticallyandactionconsistentandactionclosed.This would mean
that � is nota rationalstatusseton z (disregarding���B�» £z=( ), which is acontradiction
to the hypothesis.Hence,Cå å mustcoincidewith �ïå å w.r.t. the statusof actionsnot in�-© , andthus Få å is smallerw.r.t. �-© . Then,thestatusset

 å �Ë>G9�K`V� A{U(`�¦ å å I8{M� �-©X;`î 9�K`V� A{U(Ô� � å I3{'¨� �8©X;
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is asmallerstatusset Cå±®ÿ�Þå whichsatisfies,by similararguments,( � 1)–(� 3)onstatezv¥ . Thismeansthat �Þå is notarationalstatusseton zv¥ , which is acontradiction.Thus,
sucha  å å cannot exist, whichprovesthat � å å is indeeda rationalstatusset.

If �Þý�ª is reasonablestatussetsemantics,wemustshow that �Þå å is a rationalstatus
setof the reduct ¾=åÞ> ? ý0ü6²:³ ³c �¾Q#�zHåù( . In fact,sinceevery reasonablestatussetis also
rational, �ïå å is w.r.t. z ¥ a feasiblestatussetfor ¾ andthusalsofor ¾=å . Observethatthe
reductpreservesthekey propertythateither ���x ? (`« �-© or ���x ? (�) �8©t> : . By
similar argumentsasabove,we thusobtainthat �Þå å is groundedfor ¾=å . Consequently,�Þå å is a reasonablestatussetof ¾ w.r.t. zv¥ .

In particular, this formal resultassuresus that in casean agentprogramadmitsa
singlestatussetin eachstate(which,e.g.,is truefor theIMPACT targetclassof regular
agentprograms[15]), thentheactionstakenin reply to amessagemustalsobetakenif
thecorruptedstatewererepairedbefore.

4 Agent StateRepair

Recall that an agent’s stateis characterizedby the contentsof its datastructures.In
orderfor an agentto automaticallyhandleintegrity constraintviolations(or lack of a
statusset),we will adda specialsetof datastructuresto eachagentcalled �ù�8	3�
�� data
structures. Thesedatastructureswill have their own specializedAPI functioncalls.

4.1 The ´�µ6¶¸·º¹»´ data structur es

The ���
	��
�� datastructurescontain:

1. A buffer ¼]�
 É
½:=�¾ consistingof messagesthat arewaiting to be servicedbecause
they involveaccessesto partof theagentstatethatis “corrupted.”

2. A buffer �ù�8	:½J=�¾ consistingof corruptedcodecall atoms.
3. A buffer  à#½:=�¾ consistingof (instancesof) integrity constraintsthat arecurrently

undergoingrepairs.
4. An auxiliarybuffer Å*=0Å*½J=�¾ which containsthesuspiciouscodecall atoms.
5. A set à$Ð*Ñ�Å ÅqÉm�0Éq� consistingof all groundcodecall atomstrue in a distinguished

consistentstate.
6. A set à#=2�h� ÅqÉm�0Éq� consistingof all groundcodecall atomstruein thecurrentstate.

The ���
	��
�� datastructuressupportthefollowing API functions:Å>=�Å5	
 à0 Ð¸=�Å5 �+,+
-2(Ô� This function takesa codecall atom +,+8- asinput, andreturnstrue
if +,+8- is implied by thesetof codecall atomscontainedin �ù�8	:½J=�¾ undera notion
of inferencefixedby theconcreteimplementationof thefunction.Therearemany
waysto implementÅ*=0Å$	8 à� Ð¸=�Å5 �+,+
-�( . For example,it may:
1. checkwhether+2+
- is physicallypresentin ���
	J½:=�¾ or
2. checkwhether+2+
- is aninstanceof a codecall atomin �ù�8	:½J=�¾ , or
3. checkwhether +,+8- is implied by �ù�8	:½J=�¾ usingsomesetof axiomsandsome

setof implicationrules.
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Å>=�Å'à$à&�, "E�( : This is theproceduredefinedin Section3.3.�3Ï�Ï ���
	J½:=�¾& �+,+
-�(`� This function “inserts” the codecall atomscorruptedby +2+
- into
the repairbuffer, suchthat after insertion, Å>=�Å5	
 à0 Ð¸=�Å5 �+,+
-�å�( returnstrue if +,+
-
å
is from Å>=�Å'à&à$�, ��ù�8	:½:=�¾c( , andreturnsfalse otherwise.Its implementationdepends
on theoneof Å*=0Å$	8 à� Ð¸=�Å5 �+,+
-�( , anddifferentpossibilitiesexist (seeSection5.1).

It is importantto notethat the �ù�8	3�
�� datastructuresandAPI callscanbeincluded
aspartof theIMPACT agentdevelopmentenvironment(see[15,26]) anddo not need
to beprogrammedoverandoveragainfor eachagentby theagentdeveloper.

4.2 Repair action library

In addition to the repairdatastructures,we augmentthe agentwith a setof “repair”
actions.Eachagenthasa setof actionsthat may be usedto “repair” the agentstate.
Therepairactionscanbeimplementedasa straightforwardextensibledynamiclinked
library (DLL) providedby theIMPACT agentdevelopmentenvironment.

Definition 4.1. SupposeÄ is an agentand zQ#Wz=å are two statesof agent Ä . Let ÖJ× be
therepair actionlibrary of agent Ä . Then zHå is saidto be:

1. ÖJ×H´ -reachablefrom z iff z > z=å ,
2. ÖJ× � Ó � -reachablefrom z , ��aÀ¿ , iff there is a state zHå å such that z=å å is ÖJ× � -

reachablefrom z and there is an action { in ÖJ× which is executablein z=å å and
theexecutionyields zHå .

Statez=å is ÖJ× -reachablefrom z iff zHå is ÖJ× � -reachablefrom z , for some�ïa�¿ .
Intuitively, whenwe saya state z=å is ÖJ× reachablefrom a givenstate z , this means
thatthereis a sequenceof repairactionswhich allow z to betransformedinto zHå . The
following exampleillustratesthis.

Example4.1 (SimpleGrid Scenario).Let us considera simplescenariowherea grid
agentmanagesthreerobotsmoving on ann Á n grid, n a 2. TherepairactionsÖJ×ÃÂ ¥ �VÄ
are composedof the actionsfor moving a robot in onedirection (north, south,east,
west).We describethe p*4 /�4�d,�JA action; the othersare similar. We assumethat the
underlyingsoftwarehasa G*4*gZ %Å*4
s�4��2( API functionwhichmayreturnsthepositionof
thespecifiedrobotat thetime thefunctioncall is made.

Name: p*4 /*4�d,�:A
Schema:  %Å*4
s�4��2(~`�'�, ApZ4 /�4�d2�:AZ(ï>G.0/1 %G!#mp,d!.3rX�ÆG*4*g* 0ÅZ4
s�4��*(m(ZnÇG!% wº[>È/�C���b "p*4 /�4
d,�:A,(�>�.0/1 %GZåA#'p,dB.3rx�ÆG*4�g* %Å*4
s�4
�*('(ZnÇG,åù% OX>;GZåA% O`nÇGZå"% wX>;G!% w�ÈÀk�?�$�q "p*4 /�4
d,�:A,(ï> .0/1 %G!#mp,d!.3r?�JG*4*g* 0ÅZ4
s�4��*(m(

Let z bethestateÉ ° � �5�Z���%Ê�¡ËÊ3©'¡�Ì�¨
�$¢^¥�ÍÆÎ#Ï
��¨, 5©�©'¡Z�5�Z���%Ê
¡ËÊ3©'¡QÌ�¨
�5¢H¥�Í�Î#Ï
��¨3«�©�©'¡��5�,���%Ê�¡�Ê3©'¡QÌ0¨
�$¢H¥�Í�Î�Ï
��¨#Ð3©�© � ®
ThenÉ � ° � ���Z���%Ê�¡5 5©'¡�Ì�¨8�$¢^¥�Í�Î#Ï8��¨, 5©�©'¡Z�5�Z���%Ê�¡ËÊ3©'¡�Ì�¨
�$¢^¥�ÍÆÎ#Ï
��¨8«�©�©'¡*�5�Z���%Ê�¡QÊ3©'¡QÌ�¨
�5¢=¥*Í�Î#Ï
��¨�Ð3©�© �
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is ÖJ× � -reachablefrom z , whileÉ � � ° � ���Z���%Ê�¡5 5©'¡QÌ0¨
�$¢^¥�Í�Î�Ï
��¨, 5©�©'¡Z�5�Z���%Ê�¡ËÊ�©'¡QÌ�¨
�$¢^¥�Í�Î#Ï
��¨8«0©�©'¡��5�Z���� &¡� 5©'¡QÌ�¨8�$¢=¥*Í�Î#Ï8��¨#Ð3©�© �
is ÖJ× � -reachablefrom z . Both z=å and zHå å are ÖJ× -reachablefrom z .

Definition 4.2. A set ÖJ× of repair actionsis said to becompletew.r.t. an agentstatez iff there existsan ÖJ× -reachablestate z=å such that z=åïI >ÿ�]� . Furthermore, ÖJ× is
saidto becompletew.r.t. anagent Ä , iff ÖJ× is completew.r.t. z for everystate z of Ä .
Intuitively, ÖJ× is completefor an agentif f whatever possiblestatethe agentis in,
thereis alwayssomewayof executingrepairactionssothataconsistent(w.r.t. integrity
constraints)agentstateis obtained.Whenanagentdeveloperspecifieshis or herrepair
actions,it is critical thatthey becompletew.r.t. therestof theagent.

Example4.2 (Grid ScenarioContinued).Supposethat in thepreviousscenarioan in-
tegrity constraintexistsstatingthatapositioncanbeoccupiedby at mostonerobot.ÖJ× Â ¥ ��Ä is completew.r.t. z , since there exists a state( z=å å ) which is ÖJ× Â ¥ ��Ä -
reachablefrom z andsatisfiestheintegrity constraints.ÖJ× Â ¥ ��Ä is alsocompletew.r.t.
agentgrid, it is alwaypossibleto move,in any agentstate,therobotsin suchawaythat
they occupy threedifferentpositions.

Thesetof repairactionsin thegrid exampleis domain-dependent.In orderto pro-
vide the systemdeveloperwith alreadydefinedstrategies,we proposesomedomain-
independentsetsof repairactionswhich canbeadoptedwhatever thecontext is. They
usetherepairdatastructuresintroducedin Section4.1.

Example4.3 (InitializedStateRepairActionsÖJ× � | �ÒÑ ). WeassumethatanagentÄ is in
aninitial statez � | �ÓÑ at thetimeof deployment. z � | �ÒÑ is assumedto satisfytheintegrity
constraints.We may thenset à5Ð�Ñ0Å ÅmÉm�0Éq� -set= z � | �ÒÑ . Then ÖJ× > 9&d*-,; is complete
w.r.t. z � | �ÓÑ if we defineaction d*- to bedefinedasfollows:

Name: d*-
Schema:  h(~`�'�, AdZ-2(ï>G9�.0/1 �Ô�#md*f
j�-�.�dX�Z+�EZd2d g3�*-
�*fB h('(Znö.0/b ËÕ,#md*f
j*-y.�dH�Z+
4
/!g g3�*-��ZfB á(m(c;�C���b "d*-,(ï>G9�.0/1 �Õ,#md*f
j�-�.�dX�Z+�EZd2d g3�Z-��*fB h('(c;�?�$�q "d*-2(]> 92.0/b �Ô�#md*f
j*-y.�dX�Z+�E,d,d g3�Z-��*fB h('(';

Here,two functions +�EZd,d g3�*-��*fy á( and +84
/!g g3�*-��*fy á( areusedwhich areprovidedby
therepairpackage.Theformerreturns,asoutput,thesetof all groundcodecall atoms
which aretrue in the currentstate,andthe latter the setof all groundcodecall atoms
truein a distinguishedstatez ´ thatsatisfiestheintegrity constraints(seeSection2).

Theaction dZ- canbeappliedin any state:weassumethatthegroundcodecall atoms
characterizingthecurrentstate( .0/1 �Ô�#md*f
j�-�.�d`�q+�EZd,d g3�*-��*fy á(m( ) andtheconsistentstatez ´ ( .0/1 �Õ,#'dZf
j�-y.�d��m+84
/!g g3�Z-��*fB h('( ) canalwaysberetrieved.Then,thecurrentstateis
changedto z ´ .
Example4.4 (Preferred StateRepairActions ÖJ×vÖ>¥r×�Ø ). Preferredstaterepairactions
areexactly like theabove exceptthat theagentdeveloperinitializes the à5Ð*Ñ�Å ÅmÉm�0Éq� -set
with a statez8Ö>¥r×�Ø which is known to satisfytheintegrity constraints.
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Example4.5 (Rollback RepairActionsÖJ×�¥rÙ�Ú»Ú ). In rollback-basedrepair, at any given
instantÛ of time,theagenttracksits lastknownconsistentstatez�ÚVÜ andsetsà$Ð*Ñ�Å ÅqÉm�0Éq� -
setequalto z�ÚÓÜ . Thisis doneby the ÝHÆ
���
	��
�� functionwhichidentifiestheproperrepair
actionsto performfor reachinga consistentstate,andupdatesà5Ð*Ñ�Å ÅmÉm�0Éq� accordingly.
Whenintegrity constraintsareviolated,repairscausetheagentstateto beresetto the
lastknown consistentstate.Thus,thesetof repairactionsconsistsof thesingleactiondZ- , which is exactly like thatin Examples4.3and4.4.Whatis different,though,is the
contentof à5Ð*Ñ�Å ÅmÉm�0Éq� , which dynamicallychangesduring the agent’s life cycle. This
strategy is usableonly whenactionsarereversible(e.g.,an agentthatexecutesa �Z-
O
actionwill probablyfind it impossibleto recallthefax).

Example4.6 (IC-OrientedRepair ÖJ× ��� ). This repair strategy can be appliedunder
the conditionthateachintegrity constraintwith a comparisonatomin theheadhasat
leastonecodecall atomin its body. SupposeÄ is anagenthaving integrity constraints�£� � �8� � � � � , where�]��9���#$%&%$%5#'�U; . We now constructrepairactionsd*-,) for them:

Name: d*-,)
Schema:  h(~`�'�, AdZ- ) (]>À:�C���b "d*- ) (ï>G9 � � ; , if � � is acodecall atom,and �C���! "d*- ) (ï>À: otherwise.�?�$�q "d*- ) (»> : , if � � is a codecall atom,and �?�$�q "d*- ) (»> 9
+,+
-,; , for some +,+
- �
CCA A� � ( otherwise.

Example4.7 (IC-Repairwith ProtectedAtomsÖJ× �V� Ö ). A slight variantof thepreced-
ing strategy, called ÖJ× ��� Ö , mayincludealist of “protected”codecall atoms.Therepair
actionsd*-,) aresimilarexceptthat d*-,) ’sdeletelist maycontainonly non-protectedcode
call atomsif � � is acomparisonatom.Prior to deploymentof anagent,thesystemmust
checkthateachintegrity constraintwith acomparisonatomin theheadhasat leastone
non-protectedcodecall atomin its body.

Thefollowing resultsgive ussomeideaaboutthedifficulty of checkingcomplete-
ness.For concretestatementsaboutcomplexity, we needsomeassumptionsaboutthe
complexity of evaluatingcodecalls and the domainsof differentdatatypes.The as-
sumptionswe makearesimilar to thosein thecomprehensiveanalysisof thecomplex-
ity of agentprogramsin [13], andrequestthatthesizeof anagentstateis boundedby a
polynomialin thesizeof theprobleminput (e.g.,this canbeensuredby assumingthat
the numberof argumentsin codecalls is boundedby a constant,andthat the number
of valuesis polynomialin theinput size),andthateachcodecall to anagentstatecan
be evaluatedin polynomial time. For further ramifying assumptionsconcerningstate
changes,we referto [13].

Theorem4.1. 1. Checkingthecompletenessof a givensetof repairactionsÖJ× w.r.t.
a givenagentstate z is PSPACE-completeunderthe aboveassumptionsandun-
decidablein general.

2. Checkingcompletenessof a givensetof repairactionsÖJ× w.r.t. a givenagent Ä is
PSPACE-completeundertheaboveassumptionsandundecidablein general.
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Proof. (Sketch)ThePSPACE upperboundis a consequenceof thefactthatthesizeof
theagentstateis boundedby a polynomial.ThePSPACE lower boundsareexplained
by thefactthatTuring machineswith polynomialwork spacecanbeeasilyencodedto
thisproblem.However, checkingcompletenessof asetof repairactionswith respectto
anagentis harderthancheckingw.r.t. anagentstate.Evenif thelatteris polynomial,the
completenesstestw.r.t. anagentmight beundecidable.This canbeshown by reducing
to this probleme.g.the oneof decidingwhethera givenSQL-queryreturnstrue over
all possibleinstancesof a relationaldatabase,which is undecidable(cf. [1]).

An extensiblelibrary of completesetsof repairactionsmayeasilybeincorporated
within IMPACT. The agentdeveloper- onceshehasspecifiedher agent’s integrity
constraints,agentprogram,etc.,canautomaticallyselectÖJ× � | �ÓÑ #qÖJ×�¥OÙËÚ»Ú�#qÖJ× �V� repair
actionstrategies.In thiscase,therelevantrepairactionsmayautomaticallybecomputed
andfilled in for theagentby theIMPACT AgentDevelopmentEnvironment.

5 Err or Tolerant Agent Cycle

In this section,we specifya solutionto theproblemof how anagentcanrecover from
corruptedstateswhile continuingto processrequeststhat areunaffectedby ongoing
repairs.Notethatat any point in time, theagent’sstatemaybeunderrepairor not.

If it is not underrepairanda messageof theform ��Å$Æ� qÃË( or Éq�8ÊËÊÌ qÃË( arrives,thenwe
attemptto processthe requestasusual(nothingneedsto be doneto accountfor the
repairs).Two possibilitiesnow arise.Eitherthemessageyieldsavalid statusset,or not.
In the first case,we aredone.Otherwise,we needto addthe messageto ¼]�
 É
½J=�¾ and
startrepairingthestate.

If, on theotherhand,theagent’s stateis beingrepaired,we needto checkwhether
ongoingrepairswill interferewith processingof thecurrentrequest.This canbedone
by checkingwhetherthe codecall atom in the messageis affectedby the ongoing
repairs.If so,wemustaddthemessageto the ¼]�
 É
½J=�¾ buffer. Otherwisewecanprocess
it, securein theknowledgethat repairsbeingmadeto the agentstatearenot going to
affect decisionsdependingon the currentvalueof codecall atom.Note that the two
caseswherethestateis not underrepair, andthestateis underrepairwithout affecting
theincomingmessage,arebothcapturedby thecondition Å*=0Å$	8 à� Ð¸=�Å5 �+,+
-872(`> �Z-Ze*g8f .
In fact, if the stateis not underrepair, �ù�8	:½J=�¾ is empty, andnothingcanbe “derived”
from it (in particular, +,+
-
7 cannotbederived).Otherwise,�ù�8	:½J=�¾ is notemptybut again+2+
-
7 cannotbe“derived” sinceit is not involvedwith theongoingrepairs.Thesetwo
casesaredealtwith uniformly. We needa few simpledefinitions.

Definition 5.1 ( �Þý�ª - and Sem-�Þý�ª -Compatible Update). Let ¾ be an agent pro-
gram. Then,an agent state z is �ïý�ª -compatiblewith ¾ , if Ä hasa �Þý�ª -statusset
w.r.t. z . Furthermore, z is Semi-�Þý�ª -compatiblewith ¾ , if it is not �Þý�ª -compatible
but ¾ hasa statussetw.r.t. z modulocondition  á� � ( of a feasiblestatusset(cf. Defi-
nition A.4in AppendixA).

We now show how the agentdecisioncycle given in [14,26] may be modifiedso
asto handletherequirementsof recoveryandcontinuity. Themodifieddecisioncycle,
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�5É ��Þ
�
Ñ&É à>ß�à8Ê � (“ �5É ” standsfor error tolerant),definedin Table2 usesa specialproce-
dure Ý=Æ8���
	��
�� thattakes,asinput,anagentstateaswell as ���
	J½:=�¾ ,  àÆ½J=�¾ , ¼]�
 É
½:=�¾ , and
(i) assemblesa list of groundactionstatusatomswhoseserialexecutionis guaranteed
to changetheagentstateto onesatisfyingall integrity constraintsand(ii) executesthis
list andcausesthat ¼]�
 É
½J=�¾ is flushed,i.e.,all bufferedmessagesarehandled.

proc à�á Ø>â�à�ã
á PËä*P�å à ( æ :agent;
É

:agent-state;çjèOé :message);

1. if çdèré ° Ø5ÙcÚ �BêÒ¡ x�x ¦3© or çdèOé ° á�à�å å �Bê�¡ x�x ¦�¡ æ6ë±ì © then
2. if çjèOé ° Ø$Ù'Ú �Bê�¡ x�x ¦3© then æ:ë±ì ¥ ° � o UJ�

/* take identity as dummy substitution: x�x ¦�q = x�x ¦ if
q¬°�o U */

3. if ÙON5ÙOí�î P>î ïJN5Ù � x�x ¦�q�©1°[ð�¨�ñÆò for some
q b]æ6ë±ì then

o0ó è
ô
a*õ ��ö Ø�î áO÷#N
ø ¡ çjèOé © ;
/* add affected çjèOé to

ö Ø�î á�÷#N
ø (state is under repair) */
4. else /* no state repair or doesn’t affect çjèOé */
5. if someY�ô>ç -statusset Y w.r.t. uwkúùÇî P�÷#N
ø existson

Énû çjèOé then
6. executetheactionconc

� �>h �*ü]ýC� h © bþY�� ¡ É[û çjèOé ©
7. else /* no status set exists - error condition */
8. if someSemi-Y�ô
ç -statusset Y � existson

É[û çdèOé then
begin /* switch to new (corrupted) state; needs repair */

9.
É � ¥ °

conc
� �>h �*ü]ýC� h © bdY � � ¡ É[û çdèOé © ;

10. î P�÷#N
ø ¥ °nW ; ÿÓà�í#÷#N
ø ¥ °nW ; /* reinitialize buffers */
11. for eachinstance

o%p �
of an

o0p b�u k s.t.
É � ^� °no%p � do

12.
o%ó è
ô>a>õ � î P�÷#N
ø ¡�o%p � © ; /* add int.cons. requiring repair */

13. for each x�x ¦ � bjktk$Z �Bo%p � © do Ø ��� ÿÓà�í#÷#N
ø � x�x ¦ � © ;
/* add poss. corrupted cc-atoms in

o%p �
to ÿÓà�í#÷#N
ø */

14.
o%ó è
ô
a>õ ��ö Ø�î áO÷#N
ø ¡ çjèOé © ;

15. �»Ú�ÿÓà�í$Ø�î»ÿ � É � ¡ ÿVà*í#÷#N
ø ¡ î P*÷#N
ø ¡�ö Ø�î áO÷#N
ø ©
16. end
17. else /* çdèré ° � ï�ã*à �Bê�¡ x�x ¦�¡ æ6ë±ì�� ¡ æ:ë±ì�� © */
18. begin R ¥ ° � o%p9��o%p b�uwk�ùÇî P�÷#N
ø and

Énû çjèOéþ^� °�o%p � ;
19. if R ^°[W or no Y�ô
ç -statussetfor

É[û çdèOé w.r.t. u k�ù�î P�÷#N
ø exists then
20. begin Ø ��� ÿÓà�í#÷#N
ø � x�x ¦3© ;
21. for each

o0p b]R do
o%ó è
ô
a>õ � î P�÷#N
ø ¡Qo%p�© ;

22. �»Ú�ÿÓà�í$Ø�î»ÿ � É ¡ ÿÓà�í#÷#N
ø ¡ î P�÷#N
ø ¡�ö Ø�î áO÷#N
ø ©
23. end
24. elsecomputea Y�ô>ç -statusset Y for

É[û çdèOé w.r.t. u k�ù�î P�÷#N
ø and
executetheactionconc

� �
h �*ü]ýC� h © bþY�� ¡ É[û çdèré ©
25. end

endproc Table2. Modified agentdecisioncycle

Here,  à#½:=�¾ containsinstancesof violated integrity constraints,���
	J½:=�¾ represents
(perhapsa superset)of thesetof corruptedcodecalls,and ¼]�
 É
½:=�¾ containsmessages
which needto be serviced/handled.The expression�]�	�À àÆ½J=�¾ denotesthe setof all
integrity constraintswhich aregroundinstancesof someintegrity constraintin ��� but
not in  àÆ½J=�¾ . Note that they can be describedat the non-groundlevel. Furthermore,z§Ènª¦��
 describestheagentstatethatupdatesthestatez with themessageªf��
 .
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Let usseehow theabovealgorithmcapturesourrequirementsof RecoveryandCon-
tinuity. Recovery is supportedvia (i) Steps8-16and(ii) Steps19-23of thealgorithm,
where(i) handlesthecasewhenamessagethatyieldsnovalid statussetis encountered,
and(ii) is usedwhenanexternalupdatecausesintegrity constraintviolations.

Continuityissupportedaswell. In Step6,executionof actionsaccordingto � canbe
safelydoneby Theorem3.2,eventhoughpossiblerepairsaregoingon. In two cases,
however, processingthe messageis deferred:In Step3, when it is realizedthat the
currentstaterepairmight interferewith theprocessingof themessage,andin Step12,
afterit is realizedthattheagentprogramperseviolatessomeintegrity constraints,and
thusthestateneedsrepair.

Whenthestatehasbeenrepaired,themessagesareflushedfrom the ¼]�
 É
½J=�¾ buffer.
Thatis, they areprocessedoneby oneandnew statussetsarecomputed.

5.1 Differ ent methodsto implement �����¶¸¹���¹����� and ·���� ´Qµ6¶�����
In this section,we proposea coupleof alternativewaysof implementingthefunctionsÅ>=�Å5	
 à0 Ð¸=�Å and �3Ï2Ï �ù�8	:½:=�¾ .
A first implementation As mentionedearlier, there are many ways to implement�3Ï�Ï ���
	J½:=�¾ and Å*=0Å$	8 à� Ð¸=�Å . Onesimpleway is givenbelow. It is importantto notethat�3Ï�Ï ���
	J½:=�¾ and Å>=�Å5	
 à0 Ð =0Å mustbemutuallycompatible.

proc ÙON5Ù�í�î P>î ï�N5Ù�� � x�x ¦3©
if x�x ¦�� ÙON5Ù�÷#N
ø then return true
elsereturn false.

endproc

proc Ø ��� ÿÓà�í#÷#N
ø�� � x�x ¦3©ÿVà*í#÷#N
ø ¥ ° ÿÓà�í#÷#N
øt\nP�ïÆÿ%ÿÓPrPWØ � x�x ¦�©ÙON5ÙO÷#N
ø ¥ ° ÙON5ÙQPrPWØ � ÿÓà�í#÷#N
ø ©
endproc

Wheninsertingamessage’scodecall atominto ���
	J½:=�¾ , wecomputeall othercorrupted
codecall atoms(using the function à$Ð,�h��à$à&� definedin Section3.3) andadd themto���
	J½:=�¾ . Startingfrom �ù�8	:½J=�¾ we alsoevaluatethe suspiciouscodecall atomsandput
themin anauxiliarybuffer, Å*=0Å*½J=�¾ .

ThisprocedurehastheadvantagethatwhenevaluatingÅ*=0Å$	8 à� Ð¸=�Åc� , all thatisneeded
is a simplesubsumptioncheckwhich is executablein time proportionalto theproduct
of the lengthof the tableandthe longestcodecall atomstoredin it. However, it has
thedisadvantagethatwheneveramessageis to beinserted,all corruptedandsuspicious
codecallsmustbecomputed.Hence,insertionis anexpensiveandspaceconsumingop-
eration.Theuseof Å>=�Å5	
 à0 Ð =0Å�� and �3Ï�Ï ���
	J½:=�¾$� is appropriateif weexpecttheagent’s
stateto becorruptedinfrequentlyin comparisonto thenumberof messagesthatcanbe
processedwithout beingconcernedaboutcorruptionof theagentstate.

A secondimplementation Another implementationof Å>=�Å5	
 à0 Ð =0Å and �3Ï�Ï �ù�8	:½J=�¾
wouldwork asfollows.Whenacodecall atom(in amessage)causesproblems,thenwe
insertthecodecall atomscorruptedby it into ���
	J½:=�¾ withoutcomputingthesuspicious
codecall atoms.Later, whena new messageis received,we explicitly determineif it is
affectedusingthe Å*=0Åcà$à&� function.

proc Ù�N5ÙOí�î P>î ï�N5Ù � � x�x ¦3©
if x�x ¦!� ÙON5Ù�PrPWØ � ÿVà*í#÷#N
ø © then

return true
elsereturn false.

endproc

proc Ø ��� ÿÓà�í#÷#N
ø � � x�x ¦3©
if ë ý�"3� x�x ¦#� ÿÓà�í#÷#N
ø © thenÿVà*í#÷#N
ø ¥ ° ÿÓà�í#÷#N
øt\nP�ïÆÿ%ÿÓPrPWØ � x�x ¦3©

endproc
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Unlike thefirst implementation,this onespendsminor effort wheninsertingcodecall
atomsinto �ù�8	:½:=�¾ . However, for eacharriving request,it attemptsto checkif thatrequest
is affectedby the ongoingrepairs.Thus, in using this application,we may find that���
	J½:=�¾ is large(aslots of thingsareinsertedinto it) andhencethetime for checkingif
a givenrequestis affectedby theongoingrepairsasin ���
	J½:=�¾ canbesignificant.Thus,
this methodis worthusingif thenumberof repairsis largeandtherearefew requests.

5.2 Implementing $&%:´�µº¶º·º¹»´
The Ý=Æ8���
	��
�� procedure(it is a procedureratherthana function in programminglan-
guageterminologyas it hassideeffects) takesas input, a currentagentstate z and
valuesof ���
	J½:=�¾ ,  à#½:=�¾ , and ¼]�
 É
½:=�¾ . Theproceduredoesthefollowing:

1. It findsastatez|�×(' thatsatisfiesall theagent’s integrity constraints(andin partic-
ular repairsthosein  àÆ½J=�¾ ).

2. It resets àÆ½J=�¾ and ���
	J½:=�¾ to : asthe integrity constraintsarenow repairedandas
thecodecallscausingproblemsarenow no longercausingproblems.

3. It theniteratively reinvokes �5É ��Þ��8Ñ0É à>ß�à8Ê � with themessagesin ¼]�
 É
½:=�¾ (they will
no longertrigger errorsasthe repairsthat causedthemto originally be placedin¼]�
 É
½J=�¾ arenow fixed).

4. It resets¼]�
 É
½:=�¾ to : asthewaitingmessagesarenow handled.

Steps(2)–(4)above aresimpleto handleandunderstand,andhence,in therestof this
section,we focuson step(1).

It is easyto seethatStep(1) maybeformulatedasaclassicalAI planningproblem.
Specifically, wehaveacurrentstateandasetof goalstates(thosewhere�]� is satisfied)
anda set ÖJ× of repairactions— we wish to find a sequenceof (some)appropriate
actionsin ÖJ× that yield a goal state.When ÖJ× is a completeset of actions,it is
possiblethat therearemultiple consistentstatesthat theagentcantransitionto. In this
situation,theagentshouldtransitionto a “best” repairstatew.r.t. somestateevaluation
function.This againis a classicalAI planningproblem[21]. Hence,in this section,we
confineourselvesto specifyhow sucha costfunctionto evaluatestatesmaybesetup.
Solutionsalreadyproposedin the AI literature[21] maybe easilyadoptedto actually
find a “best” statew.r.t. sucha costfunction.

Definition 5.2. A stateevaluationfunction, Å'�>¾ )� £z=( , associatedwith agent Ä is one
that takesasinput,an agentstate z , andprovidesasoutput,an integer.

Definition 5.3. A state zHå of an agent Ä is optimalw.r.t. an agentstate z iff

1. zHå�I > �]� ,
2. zHå is ÖJ× -reachablefrom z , and
3. there is no otheragentstate z+* satisfying1 and2 such that Åm�*¾ )  áz=å�(Ô\ Å'�>¾ )  áz,*3( .

Example5.1 (OptimalAgentState).Let usreconsiderExample4.1.Wemayset Å'�>¾& £z=(
to bethesumof theHammingdistancesbetweenthepositionsof thethreerobots.Sup-
posewehaveanAPI function“ AZrB.2g3�b %G � #�G Y ( ” whichcomputestheHammingdistance
betweentwo points G � #�G Y in theintegerplane.Thenwecanformally setÅm�*¾& áz?(]>�AZrB.2g3�b %Å���#�ÅZYW( È�A*rB.2g��b 0Å,Y&#ËÅ � (�È[A*ry.2g3�b %Å � #ËÅ��c(5%
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The resultsof the codecall atoms .0/1 %Å��$#mp,d!.�rx�JG*4*g* Adbk�('(c#ï.0/b 0ÅZY&#'p,dB.3rx�ÆG*4�g* "d*é,(m(W#
and .0/b 0Å � #'p,dB.3rx�ÆG*4�g* "d*ø,(m( describetheagentstate.Assumea

S Á S grid andsuppose
thecurrentagentstateisÉ ° � �5�Z���%Ê�¡5 5©'¡�Ì�¨
�$¢^¥�ÍÆÎ#Ï
��¨, 5©�©'¡Z�5�Z���%Ê
¡ËÊ3©'¡QÌ�¨
�5¢H¥�Í�Î#Ï
��¨3«�©�©'¡��5�,���� 0¡� 5©'¡QÌ0¨
�$¢H¥�Í�Î�Ï
��¨#Ð3©�© � ®
Then,É � ° � ���Z���%Ê�¡ -8©'¡�Ì�¨8�$¢^¥�Í�Î#Ï8��¨, 5©�©'¡Z�5�Z���%Ê�¡ËÊ3©'¡�Ì�¨
�$¢^¥�ÍÆÎ#Ï
��¨8«�©�©'¡*�5�Z���.-2¡/-8©'¡QÌ�¨
�5¢=¥*Í�Î#Ï
��¨�Ð3©�© �
is anoptimal statew.r.t. z asit satisfies
 ? ��ü ’s integrity constraint,it canbereached

from z througha seriesof actionsfrom 9»p*4 /�4�d,�:A , p*4 g
4�EZ�JA , pZ4 f,-�g�� , p*4 D�f�g3�x;
and,asthe robotsarelocatedon threecornersof the grid, the sumof their Hamming
distancesis maximal.Notethatmorethanonestatemaybeoptimal.For example,É � � ° � ���Z���.-2¡ËÊ3©'¡QÌ0¨
�$¢^¥�Í�Î�Ï
��¨, 5©�©'¡Z�5�Z���.-2¡ -3©'¡QÌ�¨
�$¢^¥�Í�Î#Ï
��¨8«0©�©'¡��5�Z���%Ê
¡�Ê3©'¡QÌ�¨8�$¢=¥*Í�Î#Ï8��¨#Ð3©�© �
is anotheroptimalstatew.r.t. z .

The goal of ÝHÆ8�ù�8	3�
�� is to take a state z that violatesthe agent’s integrity con-
straints,andto find a sequenceof repairactionswhich yieldsanoptimalstatez=å .

This is easily seento be an AI planningproblem.However, there is one major
difference.Whereasin AI planningproblems,the costof a plan is typically taken to
bethesumof thecosts(or somemonotonicfunctionof thecosts)of theactionsin the
plan,in this case,therepairactionsarenot beingassessedany cost.Instead,eachstate
hasanassociated“value”capturedby thestateevaluationfunction,andwewantto find
a reachablestatesatisfyingtheintegrity constraintsthathasthemaximalvalue.

We now specifyhow wemaydefinethevalueof a state.

Definition 5.4 (Variable Specification).Suppose� is a codecall conditioninvolving
an integer variable E . ThenE � � is a variablespecification.

We assumethe existenceof a specializedpackagei!-��JA which supportsa numberof
standardarithmetic functions,including a binary “ g�E
i ” operationon integersand a
binary“ AZrB.2g3� ” functionon points(pairsof integers).

Example5.2 (VariableSpecification).Theexpression
021�35463�7 ¥��5�Z� 354 ¡QÌ�¨8�$¢Ò¥BÍ�Î�Ï
��¨, 5©�©2ªº�5�Z� 327 ¡�Ì�¨
�$¢²¥BÍ�Î#Ï
��¨8«0©�©2ª��5�,� 021235463�7 ¡98,¦*ð�:�¥.:3¢8��Ï*ð,� 354 ¡ 3�7 ©�©
is a variablespecificationof ;�<:Å � Å Y , whileN��¬.0/1 %Å*f�g���#£i!-
�:AÔ�qg�E
i� =;�<6Å*�QÅZY&#�;�<:ÅZYOÅ � (m(=nä.0/1 "N!#£iB-��:AÔ�qg�E
iÒ 0Å*f*g��'#�;�<6Å � Å*�W('(
is a variablespecificationof N . Their intendedmeaningis to specifytheHammingdis-
tancebetweenRobot Å1k , Å*é andthesumof thethreeHammingdistances,respectively.

Definition 5.5 (Math Code Call Conditions and Specifications).A mathcodecall
conditionwith input variables> > E � #&%$%$%&#mE | andoutputvariable E is a codecall
conditionwhich is safemodulo > ,5 containsE andinvolvesonly codecall atomsac-
cessingi!-
�:A . A mathvariablespecificationwith input variables> andoutputvariableE is a variablespecificationwhoseassociatedcodecall conditionis a mathcodecall
conditionwith input variables> andoutputvariable E .

5 Informally, this meansthatafterassigningR � ¡W®W®W®c¡ R@? values,thecodecall conditioncanbe
reorderedsothatanevaluationfrom left to right is possible(seeAppendixB and[14,26]).
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Example5.3. ThevariablespecificationNó�À.0/1 %Å*f�g
�$#£iB-��:AQ�Zg�E
i� =;�<6Å*��ÅZY0#A;�<6Å,YOÅ � (m(Òn�.0/1 "N!#ái!-��:AQ�Zg�E8i� 0ÅZf�g��5#A;�<6Å � Å��W(m(
is a mathvariablespecificationwith input variables;�<6Å � Å Y #B;�<6Å Y Åº�0#B;�<6Å6�OÅ � andout-
put variableC .

Definition 5.6 (Objective Function Specification).An objective function specifica-
tion is a pair HAED� � . � Ñ9D #$92C?� � #&%$%$%$#EC=�1|B;�I where:

1. each C=� � is a variablespecificationof theform E � � � � , and
2. E � � . � Ñ9D is a mathvariablespecificationwith input variables E � #&%$%&%5#mEK| and

outputvariable E .

Example5.4 (ObjectiveFunction Specification).We continuethe grid exampleand
describean objective function which assignshigher valuesto stateswherethe three
robotsare further apart.Suchan objective function specificationmay look like H"NG��GFEH/I J I�#590N¸¡,�$#'Nº¡2Y0#mN¸¡ � ; , where�KFEH/I(J >G.0/1 %Å*f�g���#£i!-
�:AÔ�qg�E
i� =;�<6Å*�QÅZY�#A;�<6Å,Y�Å � (m(Znö.0/1 "N!#ái!-��:A`�mg�E8i� 0ÅZf�g��'#A;�<6Å � Å*�W('(

Nº¡ � > ;�<6Å � Å Y �*.0/1 %Å � #mp,d!.3r]�FG*4*g* Adbk�('(!nG.0/b 0Å Y #'p,dB.3r��0G*4�g* "d*é,(m(!n.0/1 =;�<6Å � Å Y #£iB-��:AÔ�%A*rB.�g3�b %Å � #�Å Y (m(�#Nº¡2Y¬> ;�<6ÅZYOÅ � �*.0/1 %ÅZY0#mp,d!.3r]�FG*4*g* AdZé,('(!nG.0/b 0Å � #'p,dB.3r��0G*4�g* "d*ø,(m(!n.0/1 =;�<6ÅZYËÅ � #£iB-��:AÔ�%A*rB.�g3�b %ÅZY�#�Å � (m(�#Nº¡:�¬> ;�<6Åº�OÅ � �*.0/1 %Åº�0#mp,d!.3r]�FG*4*g* AdZø,('(!nG.0/b 0Å � #'p,dB.3r��0G*4�g* "d1k�(m(!n.0/1 =;�<6Åº�ËÅ � #£iB-��:AÔ�%A*rB.�g3�b %Åº��#�Å � (m(�%
Intuitively, anobjective functionspecificationmeasuresthevalueof agentstatezHå by

1. settingL � >NMPO�QB9&E � 7=I � � 7 is groundand zHå�I > � � 7Z; ;
2. groundingoutthevaluesof the E � ’s in � . � Ñ9D andsettingLX>ÿESRB7UI � � R!7 is ground

andis truew.r.t. z=å , whereR >G9&E � >TL � I��^_ä�]_ö�U; ;
3. returningL .

Example5.5 (Valueof theObjectiveFunction).WecontinueExample5.1by consider-
ing z , z=å and z=å å . Then,for z we have that L � > ��#AL � > R #�L � > � andthus L > � .
For z=å , instead,wehavethat L � > � #AL � >VU*#�L � > � andthus LX> ��W . Thevalueof zHå å
is also16since L � > � #AL � >VU*#�L � > � .
6 Relevanceto Other Agent Frameworks

In this paper, we have shown how to definean “error tolerant” agentdecisioncycle
thatcanapplyto IMPACT agentswhenthey arecorrupted.This decisioncycle allows
theagentto continueprocessingunaffectedrequestsandconditions,while repairingthe
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statesothataffectedrequestsmaybeprocessedeffectively. A naturalquestionto askis
how theresultsof thispapermaybeappliedto otheragentframeworks.In this section,
weshow how thismaybedonein thecontext of thefollowing threeagentframeworks:
the Kowalski-Sadriagentframework [18,20], the Belief-Desires-Intentionalityframe-
work dueto RaoandGeorgeff [22] andtherationalagentframework dueto Wooldridge
[29]. For furtherframeworks,this is briefly discussedin Section7.2.

6.1 Kowalski and Sadri’sUnified Agent Ar chitecture

Kowalski andSadri [18,19] analyzethe similaritiesanddifferencesbetweenrational
andreactive agentarchitecturesandproposea unifiedarchitecturewhich aimsto cap-
turebothasspecialcases.An agent’s reasoningis capturedvia aproofprocedureanda
logic programmingstylesearchengineis usedto reducegoalsto subgoalsin a “ratio-
nal” manner. Thecompleteproof reductionproceduregiven in the papersis basedon
theobservationthatin many casesit is possibleto replaceagoal X by anequivalentset
of condition-actionrules Y . Theproblemof controllingthereasoningprocesssothatit
workscorrectlywith boundedresourcesis alsoaddressed.

Theresultingcyclegoverningthearchitectureis thefollowing:

1. observeany input comingfrom theenvironmentat time  ;
2. recordall input;
3. resumetheexecutionof proof procedure(appliedto thecurrentgoalstatement)by

first propagatingtheinput6;
4. continueapplyingtheproof procedurefor a totalof � inferencesteps;
5. selectanatomicactionrespectingtime constraints;
6. executeany suchactionandrecordtheresults.

Theextensionof sucha cycle to take error-toleranceinto accountmayappearcomplex
at first glancebecauseintegrity constraints dynamicallyevolve during the execution
of thecycle itself: goalreductionreplacesgoalstatementswith simplergoalstatements
whichhavetheform of integrity constraints.In thecaseof IMPACT agents,theintegrity
constraintsareestablishedoncefor all, andwemadethesameassumptionfor ourerror-
tolerantextensionof theBDI architecture.

Fortunately, despitethe useof the samephrase(“integrity constraint”)Kowalski
andSadri’s integrity constraintshavea differentmeaningthanours:they just represent
a conditionto be checkedon the currentstate,but they do not needto be necessarily
satisfied.As shown in variousexamplesfrom [18] and[19], theproof procedurecon-
tinuesto executewhentheir integrity constraintsarenotsatisfied,leadingto anew goal
which takestheunsatisfiedintegrity constraintsinto account.

Thus,to avoid confusion,let us supposethat a setof Static Integrity Constraints
areincludedin theknowledgebaseof Kowalski andSadri’sagents,andlet ussuppose
that theseStatic Integrity Constraints have the samemeaningasIMPACT’s Integrity
Constraints: they are establishedonceand for all, and if they are violated,a repair
proceduremustimmediatelystart.

TheUnified AgentArchitecturecyclemaynow bemodifiedasoutlinedbelow.
6 Thepropagation of input replacesthecurrentgoalstatementwith a simplerone,taking into

accounttheobservedinput andtheintegrity constraintscharacterizingtheagent’s behavior.
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1. observeany input comingfrom theenvironmentat time  ;
2. recordall input;
3. checkif thenew inputscausesomeviolation to theStaticIntegrity Constraints: if

they areviolatedthenstarta repairprocedureasa concurrentthread;
4. evaluateif resumingthe proof procedureof the currentgoal statementleadsto

someconflictwith thecurrentrepairprocedure;if at leastoneerror-tolerantatomic
action(namely, anactionwhich is unrelatedto thecurrentrepairs)turnsout to be
executable
(a) continueapplyingtheproofprocedurefor a totalof � inferencesteps;
(b) selectany error-tolerantatomicactionrespectingtimeconstraints;
(c) executeany suchactionandrecordtheresults.
else,
(a) interruptprocessinginputsandcompletetherepairprocedure.

Thekey obstaclein applyingthisdefinitionis todeterminewhatit meansfor a“conflict”
to occurbetweentheproof procedureanda repairprocedure.This canbeaddressedin
many ways.Oneway is to determinewhich atomsareaffectedby therepairprocedure
andwhich onesareaffectedby the proof procedureandif thereis an intersectionbe-
tweenthe two sets,thendeclaringa conflict. A notion of affectednesssimilar to that
in our papercanbeused.An alternativesolutionis to simulatein advancewhatshould
occurby goingon with theproof procedureandusingsomesyntacticcheck.

6.2 Rao and Georgeff’sBDI architecture

TheBDI architecture[22] is basedon thenotionof agentsasintentionalsystems[12];
for anexcellentintroduction,see[30]. Thearchitectureischaracterizedby thefollowing
structures,asdepictedin Figure2:

Beliefs Plan
Library

BDI
Engine

Goals Intentions

ActionsEvents

Figure2. TheBDI Architecture

– beliefs, which representtheknowledgeof theagents;
– goals, whicharebeliefs,or conjunctionsanddisjunctionsof beliefs,whichmustbe

achievedor testedin thecurrentstate;
– plans, which containthe proceduralknowledgeof agents.They arecharacterized

by a trigger, a context, a body;a maintenancecondition,a setof “successactions”
andasetof “f ailureactions”;and
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– intentions, which arepartially instantiatedplans.

A typical BDI engineis characterizedby thefollowing cycle

1. observe theworld andtheagent’s internalstate,andsubsequentlyupdatetheevent
queue;

2. generatepossiblenew planswhosetrigger event matchesan event in the event
queueandwhosecontext is satisfied;

3. selectonefrom thissetof matchingplansfor execution;
4. pushtheselectedplanontoanexistingor new intentionstack, accordingto whether

or not theeventis a (sub)goal;
5. selectan intentionstack,take the topmostplan andexecutethe next stepof this

currentplan:if thestepis anaction,performit, otherwise,if it is a subgoal,postit
on theeventqueue.

In orderto extendthisagentcycle to handleerror-tolerance,wemustmodify steps2, 3
and5 of theabove cycle. In particular, we mustchooseaneventfrom theeventqueue
only if it is safeto processit. Likewise,we mustselecta plan for executiononly if it
is safeto executeit, andwe mustselectan intentionstackonly if the next stepin its
topmostplancanbesafelyexecuted.

Let ussupposethatsomeintegrity constraintshold while someotherintegrity con-
straintsarecurrentlyviolated,anda repairis beingdoneon thecurrentstateto recover
to a correctstate.In this case,we maymodify steps2,3,and5 of theBDI agentcycle
asfollows:

Step2: Whenis it safeto choosean eventfromtheeventqueue? We saythatanevent
is error-tolerant if thereis at leastoneerror-tolerantplan(seedefinitionbelow) among
theplanswhosetriggereventmatchesthechoseneventandwhosecontext is satisfied.
Step 3: Whenis it safeto selecta plan for execution? In order to decideif a plan is
error-tolerant (namely, it canbesafelyexecutedwithout leadingto inconsistenciesdue
to therepairswhich arebeingmadeon thestate),it is necessaryto evaluatetheconse-
quencesof executingit (beforeactuallyexecutingit). If pushingtheselectedplanonto
anexisting(resp.new) intentionstack,andselectingthisnewly modified(resp.created)
stack7 leadsto executinganactionwhich couldbeaffectedby somerepair, theplanis
noterror-tolerant. Giving detailsof whichkind of actionsareaffectedby arepairis out
of thescopeof thispaper. However, thegoodnewsis thatourdefinitionsof affectedness
andcorruptednessmaybeadapted(with somework) to theBDI framework.

Even if an error-tolerant plan is chosenin step3, it is possiblethat an unsafein-
tentionstackis chosenin step5. This may causesproblemsbecausethe actionto be
performedmay interferecurrentrepairs.Thus, it is alsonecessaryto considererror-
toleranceof intentionstacks.
Step5: Whenis it safeto selectan intentionstack? As in thepreviouscase,heretoo, it
is necessaryto evaluatetheconsequencesof executingthenext stepof thetopmostplan
in thestack(beforeactuallydoingso).If theactionto executeis potentiallyaffectedby
somerepair, the intentionstackcannotbe selected(it is not error-tolerant). If at least

7 We canignoretheotherintentionstacksat this point, sincethey will beanalyzedin step5 of
thecycle.
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oneplancanbeselectedfor executionin step3, thenthereis at leastoneerror-tolerant
intentionstackto chose(theonemodifiedin step3).

If atacertainmomenttherearenoerror-toleranteventsin theeventqueue,theexe-
cutioncyclemuststopuntil therepairshavebeencompleted.If no repairsarecurrently
made,all theeventsin theeventqueueareerror-tolerant.Giventhedefinitionsabove,
the“error-tolerant”BDI cycle is outlinedbelow:

1. observe theworld andtheagent’s internalstate,andsubsequentlyupdatetheevent
queue. if someviolationof theintegrity constraintsoccurs,starta repairprocedure
asa concurrentthread;

2. if at leastoneerror-toleranteventexistsin theeventqueue
(a) chooseanerror-toleranteventfrom theeventqueue;
(b) generatepossiblenew planswhosetriggereventmatchesthechoseneventand

whosecontext is satisfied;
(c) selectonefrom this setof matchingplansfor execution,providedthattheplan

is error-tolerant;
(d) pushthe selectedplan onto an existing or new intentionstack, accordingto

whetheror not theeventis a (sub)goal;
(e) selectan error-tolerantintentionstack,take the topmostplan andexecutethe

next stepof thiscurrentplan:if thestepis anaction,performit, otherwise,if it
is a subgoal,postit on theeventqueue.

3. elseinterruptprocessingeventsandcompletetherepairprocedure.

6.3 Wooldridge’sComputational Multi-Agent System

In chapter4 of hisPhDthesis,Wooldridge[29] givesaformalmodelintendedto capture
diverseaspectsof avarietyof agentsystems.It is basedon someassumptions:

– agentshavesignificantbut finite computationalresources;
– agentshaveasetof explicitly representedbeliefsandareableto reasonaboutthese

beliefsin accordancewith thecomputationalresourcesaffordedto them;
– beliefsareexpressedin somelogical language;
– in addition to being believers,agentscan act: in particular, they are capableof

communicativeactions;
– finally, agentsareableto revisetheirbeliefsby meansof abelief revision function.

Eachagentin thesystemcontinuouslyexecutesthefollowing cycle:

1. interpretany messagereceived;
2. updatebeliefsaccordingto previousactionandmessageinterpretation;
3. derivedeductiveclosureof belief set;
4. derivesetof possiblemessages,chooseoneandsendit;
5. derivesetof possibleactions,chooseoneandapplyit.

Wooldridgedefinestwo executionmodelsfor multi-agentsystems:a synchronous
model,andanasynchronousone.All agentsin thesynchronousmodelbegin andend
anexecutioncycle together. In themorerealisticasynchronousmodel,whereexecution
is interleaved,atmostoneagentis allowedto actat any fixedpointof time.

A naiveerror-tolerantextensionof hisagentcyclemaybedefinedasfollows:
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1. interpretany messagereceived;
2. updatebeliefsaccordingto previousactionandmessageinterpretation;
3. checkif thenew beliefsviolatetheagent’s integrity constraints:if they areviolated

thenstarta repairprocedureasa concurrentthread;
4. derive deductive closureof belief set: if the deductive closuredoesnot contain

beliefswhich interferewith theintegrity constraintsunderrepair, then
(a) derivesetof error-tolerant messages,chooseoneandsendit;
(b) derivesetof error-tolerant actions,chooseoneandapplyit;

5. elseinterruptprocessingreceivedmessagesandcompletetherepairprocedure.

As usual,we areassumingthateachagenthasa setof staticintegrity constraintsto be
satisfiedin any state.By error-tolerant messagesandactionswe meanthosemessages
andactionswhichdonot interferewith thecurrentrepairprocedure.Determiningwhen
a belief “interferes” with an ongoingrepairmaybe definedby adaptingthe notion of
affectednessgivenin our paperto thecaseof Wooldridge’ssyntax.

7 RelatedWork

To our knowledge,therehasbeenno work on error tolerancein agentsystems.As a
consequence,we compareour work with relatedwork in otherareas.In the previous
section,we have alreadyshown how many of theideasproposedin this paperfor IM-
PACT agentsalsoapplyto otheragentsystems.

7.1 Inconsistencyin databases

Sourcesof informationandservicesareoften requiredto satisfy integrity constraints
(ICs).WhentheICsarenotsatisfied,thesourceis in aninconsistentstateandno inter-
actionbetweenthesourceandits usersshouldtake placeuntil recovery from inconsis-
tency hasbeencompleted.Thoughit is clearthatexcludingusersfrom interactingwith
the“consistentpart” of aninconsistentdatasourceis beneficialin practice,researchon
providingconsistentservicesoverinconsistentdatasourceshasnotbeenaswidespread.

Reasoningaboutinconsistentdatabaseshasbeenstudiedextensively in thecontext
of “paraconsistent”databases,andin the casesof reasoningwith multiple knowledge
bases[6,25,5]. However, therewasno notionof anagentdecisioncycle – for anagent
thatis acontinuouslyrunningprocessto steadilyexecuterequestsevenwhile corrupted,
the decisioncycle mustbe modifiedso that error tolerantprocessingmethodscanbe
incorporatedinto thedecisioncycle.This is oneof thekey contributionsof this paper.

An importanteffort to dealwith consistentqueryansweringin informationsystems
with inconsistentICs wasdoneby Bry [8]. He proposedan approachwhich makesit
possibleto recognizewhetherananswerto aqueryhasbeenderivedfrom possiblycor-
rupteddata.Heexploitsanotionof local inconsistency, formalizedin termsof minimal
logic8. Datawhich causean IC violation is consideredpotentiallycorrupted.An an-
swerwhichcannotbeestablished(i.e.,whichis notderivablein minimal logic) without

8 Minimal logic is a constructivistic weakeningof classicallogic definedin termsof thenatural
deductionproof systemby Gentzen,deprivedof theabsurdityrule.
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usingsomepotentiallycorrupteddatais called inconsistent. Conversely, an answeris
consistentif it canbecomputedwithout usingdatainvolvedin IC violation.He shows
thatminimal logic sufficesasa foundationof queryansweringin positive, definiteor
disjunctive,deductivedatabases.However, theproblemis not addressedin thecontext
of anagentsystemthataccessesexternaldatasourcesvia codecallsandwhererulesin-
volveactionsanddeonticmodalities.Also, thewayconsistentandinconsistentanswers
shouldbecomputedis not addressed.This representsa significantdifferencebetween
Bry’sapproachandours,aswe haveprovidedalgorithmsto evaluatecorruptedandaf-
fecteditems,andformally provedthattheseitemscorrespondto theintuitivenotionof
“corruptedness”and“suspiciousness”resp.“affectedness”.

Arenas,Bertossi,andChomicki[2] provide a logical characterizationof consistent
queryansweringin relationaldatabasesthatmaybeinconsistentwith thegivenICs.An
answerto a queryposedto a databasethat violatesthe ICs is “consistent,” if it is the
sameasthatobtainedfrom any minimally repairedversionof thedatabase.A method
for computingsuchanswersandananalysisof theirpropertiesis provided:onthebasis
of a query Z , themethodcomputes,usingan iterative procedure,a new query \[U ]Z=(
whoseevaluationin anarbitrarydatabase(consistentor inconsistent)statereturnsthe
set of consistentanswersto the original query Z . ^[� 6ZH( is basedon the notion of
residuein thecontext of semanticqueryoptimization.Thesoundnessof theapproach
is proven,aswell asits completenessfor particularICs (binary ICs). Terminationof
computing [ is alsoguaranteedunderproperconditions.A variantof the  [ operator
is describedin [9], which is proven to be sound,terminatingandcompletefor some
classesof ICs extendingthosein [2]. In [3] the AnnotatedPredicateCalculus(APC)
is adopted,a logic whereinconsistentinformationdoesnot unravel logical inference
andwherecausesof inconsistenciescanbereasonedabout.The inconsistentdatabase
is embeddedin APC which is thenusedto definedatabaserepairsandqueryanswers.
This approachhasbeenusedto help understandthe resultsof [2] and to provide a
moregeneralalgorithmthatcoversclassesof queriesbeyond[2]. Themaindifference
betweentheapproachin [2] andoursis theway how consistentanswersareevaluated.
In fact, [2] rewritesa queryso asto take into accountthe ICs, andthenevaluatesthe
answersof therewrittenquery, whichareprovedto beconsistentanswersof theoriginal
one.What we do, instead,is to evaluatewhetherprocessingthe incoming message
involves“unsafe”data:if not,we processthemessageasit is (asshown, this yields in
this casethesameresultsasif theICs would not beviolated),otherwisewe deferit. A
furthercomplicationin our work is thatwhenanexternalrequestis madeof anagent,
theagentstatemaygetmodifiedwhile therepairsaregoingon.

As for repairof constraintviolations,aninterestingapproachhasbeenproposedin
[16], wherebasicconceptsfrom model-baseddiagnosisareadoptedto discover mini-
malsetsof simultaneousreasonsfor violationsof (different)constraints.Thesereasons
indicatepossiblerepairactionsthat guaranteeeliminationof violations.The adopted
repairactionsdependon the“repairstrategy” which theusercanchoose.Theproposed
strategiesaredomainindependentandrangefrom minimalundoor consistentcomple-
tion of a violating transactionup to userinteractionwith the repairprocess.A sound
andcompletealgorithmfor enumeratingpossibleminimal repairtransactionsfor anin-
consistentdatabaseis alsoproposed.Ourrepairstrategiesaresimilar to thoseof [16] in
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thatthey allow theuserto choosethestrategy which is mostsuitablefor herapplication
from an applicationindependentlibrary of strategies,eventuallyspecifyingpriorities
or preferencesfor useduring the repair. The interactionbetweenthe userandthe re-
pairprocessis briefly sketchedin [16], assumingthatasuitableenvironmentexists.We
believe that IMPACTcan be suchan environmentasuserinteractionwith the repair
processcanbeeasilyperformedin IMPACT’smulti-agentsetting.

7.2 Agent frameworks

Theproblemstackledandsolvedin thispaper, namelyhow to let anagentgoon work-
ing even whenits stateis corrupted,andhow to ensurethat an agentrecoversfrom a
corruptedstateto an uncorruptedstate,arecritical for the agentcommunity. Agents
find applicationin domainssuchastelecommunication[28], processcontrol(e.g.[10]),
electroniccommerceandmany others(seehttp://agents.umbc.edu/) where
thereliability of a multiagentsystemis a key issue.In thesedomains,aswell asmany
others,continuity and recovery propertiesshouldbe supportedso as to guaranteea
high-qualityservice.Error toleranceis a must.We arenot awareof any researchon
agentarchitectures,environmentsor formalismswhichallow thedevelopmentof error-
tolerantagents.However, we believe that this is an importantaspectin the endeavor
of building rationalagents,which shouldmake good(but not necessarilyperfect)de-
cisionsaboutwhat to do in any given situation[30]. In particular, if it turnsout that
thereis aninconsistency, thentheagentshouldstill beableto go aheadandtake deci-
sionsandactionswhichseemto makesense. Of course,theremustbesomeunderlying
assumptions– for example,that the integrity constraintsarecorrect.We could imag-
ine thatsomeintegrity constraintis not correct,andwithdrawal or modificationof that
integrity constraintcould remedythe situation.However, if the agenthasthe choice
betweenmodifying,ontheonehand,theagentstateand,ontheotherhand,its integrity
constraints,which arepartof its specification,giventhatotheragentsor entitiesmight
haveunpreventedaccessto its state,theformerseemsto bemoreplausibleto us.How-
ever, theagentdesignercouldbeinformedof violationsof theintegrity constraints,and
decidewhetherachangeof theintegrity constraintsis needed.

Ournotionsof corruptednessandaffectednessareauxiliarytechnicalconceptswhich
helpedto formalizetheintuition thatactionswhich areunrelatedto errorsmaybestill
executed;thepeculiaritiesof theframework, however, make thisa nontrivial task.

Fortunately, theresultsof theprecedingsectionshow how our techniquesfor error-
tolerancemay be adaptedto different typesof agentarchitectures.In addition,there
aremany otherworks in the agentcommunitythat arerelatedto that proposedhere.
Shoham[24] wasperhapsthe first to proposean explicit programminglanguagefor
agents,basedon objectorientedconcepts,andbasedon theconceptof anagentstate.
Shoham[24, Section3] statesthat a completeAOP (“agentorientedprogramming”)
systemwill have threecomponents.

1. a restrictedformal languagefor describingmentalstate;
2. aninterpretedagentprogramminglanguagewith primitivecommandssuchasRE-

QUEST andINFORM; and,
3. an“agentifier”.
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We have alreadyshown, in [14], that IMPACT agentscanexpressmostof Shoham’s
AOP framework. Hence,the resultsof this papermay be appliedto Shoham’s AOP
framework in this way.

Hindriks et al. [17] have developeda deonticallybasedagentprogrammingframe-
work. In their framework, anagent’smentalstateconsistsof a setof goalsanda setof
beliefs.An agent program in their framework consistsof a quadruple A�Q#�_X´�#E`*´�#�a(
where � is a transitionfunctionspecifyingtheeffectsof basicactions,_X´ is aninitial
setof goals,̀*´ is aninitial setof beliefs,and a is asetof rulesof theform

b ý�3,ü?¿cX@d±3 ? üXI � T3ü5e!%
In general,

b ý�3,ü is a (potentially)complex formula describinga goal.The syntaxof
goalssupportedby Hindriksetal.[17] allowsgoalsto beelementaryactions,but alsoin-
cludessequentialcompositionsof actions,disjunctive goals,and/orconjunctive goals.
The X@d 3 ? ü is a logical formula,while the

� T3üfe hasthe samestructureasthe head.
While not everything in Hindriks et al. [17] canbe expressedin IMPACT (andvice
versa),their agentdecisioncycle is very similar to ours,andhence,theresultson error
tolerancemay be appliedto their agentdecisioncycle in muchthe sameway asit is
appliedin this paperto IMPACT’s agentcycle.This is alsothecasefor agentdecision
makingframeworkssuchasthe initial frameworksof Rosenschein[23] who wasper-
hapsthefirst to saythatagentsactaccordingto states,andwhich actionsthey take are
determinedby rulesof the form “When P is trueof thestateof theenvironment,then
the agentshouldtake actionA.” Their decisioncycle too, is similar to ours.Whena
statechangeoccurs,determinewhat to do basedon therulesinvolved.Hence,in such
adecisioncycle,ournotionsof affectednesscanbedirectlyusedto only allow rulesin-
volving unaffectedatomsto beusedto processrequestsandthesamerepairmechanism
proposedby usmaybeusedto conductrepairsto theagentstate.This alsoappliesto
the IRMA systemby Bratmanet al. [7], wherethe agentgeneratesdifferentpossible
coursesof actions(Plans)basedon theagent’s intentions.Theseplansarethenevalu-
atedto determinewhichonesareconsistentandoptimalwith respectto achieving these
intentions.A cycle similar to oursmay be usedthere- in particular, only plansthat
involve“unaffected”atomsmaybeused.

8 Conclusion

Softwareagentsprovide a powerful new paradigmfor distributed,collaborative, and
mobile applications.Software agentsystemsthat build on top of legacy software in
a principledway, andthat supportautomaticcouplingof simpleandcomplex actions
to changesin their environment,have a wide variety of applicationsin e-commerce.
Nonetheless,it is dangerousto assumethat just becauseagentsareprototypedusinga
declarative languagesuchasin IMPACT, they will be freeof errors.Prologprograms
over the yearshave not beenerror-free.The history of programminghasshown that
bugsin codemustalwaysbeaccountedfor.

In an IMPACT basedagentsystem,andfor that matter, in any agentsystemthat
buildson top of legacy code,bugsmayarisefor oneof severalreasons.First, theagent
developermayhavewritten rulesthatdo notaccountfor all possiblestatesof theagent
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thatarise.Second,theagentmaynotbein full controlof its state— thisis truein legacy
applicationswheretheagentis just onevehicleto accessthelegacy application’sstate.
Third, the legacy codeon top of which the agentis beingbuilt may itself have bugs,
causingunexpectedagentstatesto arise.

In thispaper, we havetakenamodestfirst steptowardaddressingthisextraordinar-
ily difficult problem.Specifically, wehaveproposedfor thefirst time(toourknowledge)
anagentdecisionalgorithmthathastwo goodfeatures.First, it incorporatesa method
for the agentto recover from a “corrupted” stateto an “uncorrupted”one.Second,it
allows theagentto continueprocessingrequestsduringsucha recovery/repairprocess,
aslongassuchrequestsareunaffectedby theongoingrepairs.

Our work maybeseenasa contribution in theendeavor of building rationalagents
[30]. We have shown how our methodsmay be appliedto variousagentframeworks,
andin particularto theBDI model.An importantaspectis reasoningaboutthebehav-
ior of agents,which for the BDI modelhasbeenamply discussedanddemonstrated
by Wooldridgeusing gih+jlk ( g ogic h f j ational k gents)[30]. It remainsaninterest-
ing issueto seehow error-tolerancecanbemodeledin gmh@jlk , or which extensionis
neededfor that.Observethat gmh@jlk builds on top of classicallogic; thus,if theagent
stateandintegrity constraintswould bemodeledassetsof classicalfactsandaxioms,
from a violation of an integrity constraintwe could concludeeverything;this may be
avoidedusingmethodsfrom paraconsistentlogic or suitablebeliefoperators.

Ourcontributionin thispaperis admittedlynotapanaceafor all problemsinvolving
bugsin agentprograms.It handlesthecasewhenagent’s don’t have statussetsdueto
violation of integrity constraints.Suchviolationsmay occurbecausethird partiesare
manipulatingtheagent’sstatewithouttheagenthaving any vetoonsuchupdates.It also
ariseswhentheagent’srulesarenotadequateto dealwith suchIC violations.However,
thesescenariosonly representa smallmicrocosmof thespaceof errorsthat canarise
whenagentsareprogrammed.This formsa rich avenuefor futureresearch.

The resultsof this papermay be extendedin future work in many differentways.
For instance,ratherthanconsideringactionatomsasaffected,we could view action
statusatomsasaffected,anddeterminesuspiciouscodecall atomson the basisof a
syntacticanalysisof the agentprogramssimilar as describedin the this paper. Due
to the interplayof the varioussemanticscomponentsof feasiblestatussetsincluding
deonticconsistency, actionclosureandintegrity constraints,this wouldprovideamore
refinedapproach.However, its studywould alsobesubstantiallymorecomplex.
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grantF306029910552.

A Appendix: Feasible,Rational, and ReasonableStatusSets

Thisappendixprovidesin succinctform thedefinitionof variousconceptsof statussets
from [14,26], to which thereaderis referredfor moreinformation.
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Definition A.1 (StatusSet).A statussetisany set n of groundactionstatusatomsover
thevaluesfrom thetypedomainsof a softwarepackageo . For any operatorprqSsut�vxwy&z w2{@w5|}w�~c� , we denoteby prq��]n�� theset prq��]n�����t�����prq��]���isSnr� .
Definition A.2 (Operator App ��� �����6n�� ). Let � be an agent program and h be an
agent state. Then,App ��� ��� �]n����ct bS�2��� �=�2�f������s���w��x�=��w��BwEn�� is trueon hx� ,
where thepredicate�x�9��wA�Bw�n�� is true iff (1) �2���� �¡£¢¥¤§¦i¨\¤ª©�©�©�¤§¦�« is a ground
rule, (2) h¬� �¢ , (3) if ¦ � �®prq��]��� then prq��]���¯s°n , and (4) if ¦ � �ª±!prq��9�#� then
prq��9�#�¥²sSn , for all ³�s´tfµ5w�¶�¶�¶�wA·#� .
Definition A.3 ( ¸ - ¹»º¼�]n�� ). A statusset n is deonticand action closed, if for every
groundaction � , it is thecasethat �9½l¾¯µ2��|P�¿s´n implies v+�°s´n , �] À¾¯µ���|��¿s´n
implies

y&z �Ás}n , and �] À¾+Â5� y�z �ÃsSn implies v+��sÄn .
For anystatusset n , wedenoteby ¸ - ¹¥º��]n�� thesmallestset n!ÅGÆ°n such that n!Å is

closedunder �9 Ç¾¯µ�� and �9 Ç¾+Â5� , i.e., actionclosed.

Definition A.4 (FeasibleStatusSet).Let � beanagentprogramandlet h beanagent
state.Then,astatusset n is a feasiblestatussetfor � on h , if �]niµ2� - �]n#È�� hold:

�]niµ2� App ��� �K���]n��rÉTn ;
�]n�Âf� For any groundaction � , the following holds: |���s¿n implies ~Ê�®²s°n , and

v+�Ás}n implies {m��²sÄn .
�]n!Ë��nÃ�N¸ - ¹¥º��]n�� , i.e., n is actionclosed;
�]n#È�� Thestateh Å � conc� y�z �]n��¼w�h»� which resultsfrom h afterexecuting(accord-

ing to someexecutionstrategy conc) the actionsin
y�z �]n�� satisfiesthe integrity

constraints,i.e., h,Å�� ��Ì4� .

Definition A.5 (Groundedness;Rational Status Set).A statusset n is grounded, if
nostatusset n!Å#Í��n existssuchthat n!ÅGÉTn and n!Å satisfiesconditions�]niµ2� – �6n!Ëf� of a
feasiblestatusset.A statusset n is a rational statusset, if n is a feasiblestatussetand
n is grounded.

Definition A.6 (ReasonableStatusSet).Let � beanagentprogram,let h beanagent
state,andlet n beastatusset.Then:

1. If � is positive, i.e.,no negatedactionstatusatomsoccurin it, then n is a reason-
ablestatussetfor � on h , if f n is a rationalstatussetfor � on h .

2. The reductof � w.r.t. n and h , denotedby � �2��Î �.��w�h»� , is theprogramwhich is
obtainedfrom thegroundinstancesof therulesin � over h asfollows.
(a) Removeevery rule � suchthat prq��9�#�isSn for some±!prq��9�#� in thebodyof � ;
(b) removeall negative literals ±!prq��]��� from theremainingrules.
Then n is a reasonablestatussetfor � w.r.t. h , if it is areasonablestatussetof the
program� �2��Î �=��w�h»� with respectto h .

B Appendix: Safety

A variableis a root variable, if it doesnot involve deconstructionof an object.Given
any variableÏ (possiblyinvolving deconstruction),its root Ð�Ñ�Ñ�Ò��=ÏB� is thevariablewhich
refersto thenon-decomposedobject.

37



Definition B.1 (SafeCodeCall (Condition)). A codecall oS�EÓ\�]ÔBÕ�w�¶�¶�¶�w�Ô5Ö�� is safeiff
each Ô�× is ground.A codecall condition ¢#¨^¤¿¶�¶�¶A¤u¢�« , ·ÃØ	µ , is safeiff there existsa
permutationÙ of ¢!¨2w�¶�¶�¶�wA¢�« such that for every ³!�	µ5w�¶�¶�¶�wA· thefollowing holds:

1. If ¢�Ú�Û �ÝÜ is a comparisonÞ Õ Ñ�ß»Þ�à , then
1.1 at leastoneof Þ Õ w�Þ�à is a constantor a variable á such that Ð�Ñ�Ñ�Ò��=áB� belongsto

�+â Ú �9³ ���ãt�Ð�Ñ�Ñ�Ò��=ÏB�m��ä5åPæ¿³ s.t. Ï occurs in ¢�Ú�Û�ç Ü � ;
1.2 if Þ5× is neithera constantnor a variable á such that Ð�Ñ�Ñ�Ò��=áB�+sÁ�+â Ú �=³ � , then

Þ5× is a root variable.
2. If ¢�Ú�Û �èÜ is a codecall atomof theform é�êK�9á�Ú�Û × Ü w�ë�ë�Ú�Û × Ü � or ê�ìfí\é�êK�=á�Ú�Û × Ü w�ë�ë�Ú�Û × Ü � ,

thentheroot of each variable Ï occurringin ë�ë2Ú�Û �èÜ belongsto �+â Ú �=³ � , andeither
á�Ú�Û × Ü is a root variable, or ÐEÑ�Ñ�Ò��=á�Ú�Û × Ü � is from �+â Ú �=³ � .
Intuitively, a codecall is safe,if we canreorderthecodecall atomsoccurringin it

in awaysuchthatwecanevaluatetheseatomsleft to right, assumingthatrootvariables
areincrementallyboundto objects.

Definition B.2 (SafetyModulo Variables).Suppose¢ is a codecall condition,andletî
beanysetof rootvariables.Then,¢ is saidto besafemodulo

î
iff for an(arbitrary)

assignment� of objectsto thevariablesin
î

, it is thecasethat ¢�� is safe.

References

1. S.Abiteboul,R. Hull, andV. Vianu. Foundationsof Databases. AddisonWesley, 1995.
2. M. Arenas,L. Bertossi,andJ.Chomicki.Consistentqueryanswersin inconsistentdatabases.

In Proc.PODS’99, pp.68–79.ACM Press,1999.
3. M. Arenas,L. Bertossi,andM. Kifer. Applicationsof annotatedpredicatecalculusto query-

ing inconsistentdatabases.In J. Lloyd et al. (editors),Proc. CL’2000/DOOD’2000, pp.
926–941,LNCS1861.Springer, 2000.

4. K. Arisha,T. Eiter, S.Kraus,F. Ozcan,R. Ross,andV.S.Subrahmanian.IMPACT: A plat-
form for collaboratingagents.IEEE IntelligentSystems, 14(2):64–72,March/April 1999.

5. C.Baral,S.Kraus,J.Minker, andV.S.Subrahmanian.Combiningmultipleknowledgebases
consistingof first ordertheories.ComputationalIntelligence, 8(1):45–71,1992.

6. H. Blair andV.S.Subrahmanian.Paraconsistentlogic programming.Theoretical Computer
Science, 68:135–154,1989.

7. M. Bratman,D. Israel,andM. Pollack. Plansand resource-boundedpracticalreasoning.
ComputationalIntelligence, 4(4):349–355,1988.

8. F. Bry. Queryansweringin informationsystemswith integrity constraints. In S. Jajodia,
W. List, G. McGregor, andL. Strous,editors,Integrity andInternal Controls in Information
Systems,vol. I: Increasingthe confidencein informationsystems,Proceedings1997 IFIP
WG11.5Working Conferenceon Integrity andControl in InformationSystems. Chapman&
Hall, December1997.

9. A. CelleandL. Bertossi.Queryinginconsistentdatabases:algorithmsandimplementation.
In J.Lloyd etal. (editors),Proc.CL’2000/DOOD’2000, pp.942–956,LNCS1861.Springer,
2000.

10. J.M. Corera,I. LaresgoitiandN. R.Jennings.Usingarchon,part2: Electricitytransportation
management.In IEEE Expert, 11(6):71-79,1996.

38



11. K. Decker, K. Sycara,andM. Williamson. Middle agentsfor the internet. In Proc. 15th
InternationalJoint Conferenceon Artificial Intelligence(IJCAI’97), pp. 578–583.Morgan
Kaufmann,1997.

12. D. C. Dennet.TheIntentionalStance. MIT Press,1987.
13. T. Eiter andV.S.Subrahmanian.Heterogeneousactive agents,II: Algorithmsandcomplex-

ity. Artificial Intelligence, 108(1-2):257–307,1999.
14. T. Eiter, V.S.Subrahmanian,andG. Pick. Heterogeneousactive agents,I: Semantics.Artifi-

cial Intelligence, 108(1-2):179–255,1999.
15. T. Eiter, V.S.Subrahmanian,andT. Rogers.Heterogeneousactive agents,III: Polynomially

implementableagents.Artificial Intelligence, 117(1):107–167,2000.
16. M. GertzandU. Lipeck. An extensibleframework for repairingconstraintviolations. In

S. Jajodia,W. List, G. McGregor, andL. Strous,editors,Integrity and Internal Controls in
InformationSystems,vol. I: Increasingtheconfidencein informationsystems,Proceedings
1997IFIP WG 11.5 Working Conferenceon Integriy and Control in InformationSystems,
pp.89–111.Chapman& Hall, December1997.

17. K. V. Hindriks,F. S.deBoer, W. vanderHoek,andJ.J.C. Meyer. Formalsemanticsfor an
abstractagentprogramminglanguage.In Proc. InternationalWorkshopon AgentTheories,
Architectures,andLanguages(ATAL’97), LNCS/LNAI 1365,pp.215–230.Springer, 1998.

18. R.KowalskiandF. Sadri.Towardsaunifiedagentarchitecturethatcombinesrationalitywith
reactivity. In Proc. InternationalWorkshopon Logic in Databases(LID’96), LNCS/LNAI
1154,pp.137–149.Springer, 1996.

19. R. KowalskiandF. Sadri.An agentarchitecturethatunifiesrationalitywith reactivity. Tech-
nicalReport,ImperialCollege,London,UK, 1997.

20. R. Kowalski andF. Sadri.Fromlogic programmingtowardsmulti-agentsystems.Annalsof
MathematicsandArtificial Intelligence, 25(3/4):391–491,1999.

21. N. J.Nilsson.Principlesof Artificial Intelligence. MorganKaufmann,1980.
22. A. RaoandR.Georgeff. Modelingrationalagentswithin aBDI-architecture.In R.Fikesand

E. Sandewall, editors,Proc.SecondInternationalConferenceonKnowledge Representation
andReasoning(KR-91), pp.473–484.MorganKaufmannPub,1991.

23. S.J.Rosenschein.Formaltheoriesof knowledgein AI androbotics.New Generation Com-
puting, 3(4):345–357,1985.

24. Y. Shoham.Agent-orientedprogramming.Artificial Intelligence, 60:51–92,1993.
25. V.S.Subrahmanian.Paraconsistentdisjunctive deductive databases.Theoretical Computer

Science, 93(1):115–141,1992.
26. V.S.Subrahmanian,P. Bonatti,J. Dix, T. Eiter, S. Kraus,F. Ozcan,andR. Ross.Heteroge-

neousAgentSystems:TheoryandImplementation. MIT Press,2000.
27. K. SycaraandD. Zeng. Multi-agentintegrationof informationgatheringanddecisionsup-

port. In WolfgangWahlster, editor, EuropeanConferenceon Artificial Intelligence(ECAI
’96), pp.549–556.Wiley & Sons,1996.

28. R. WeihmayerandH. Velthuijsen. Intelligentagentsin telecommunications.In N. R. Jen-
ningsandM. J.Wooldridge,editors,AgentTechnology: Foundations,ApplicationsandMar-
kets, pp.203–217.Springer, Berlin, Germany, 1998.

29. M. Wooldridge. TheLogical Model of ComputationalMulti–Agent Systems. PhD thesis,
Departmentof Computation,UMIST, Manchester, UK, October1992.

30. M. Wooldridge.ReasoningaboutRationalAgents. MIT Press,2000.

39


